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Aviation Security: 
the time is now

Alessio Quaranta
Director General, Italian Civil Aviation Authority (ENAC)

ECAC Focal Point for Facilitation & Security

1ECAC NEWS # 67

Editorial

Has aviation security been given sufficient attention and the level of 
political priority it deserves over the last years? Most probably not, 

not yet… despite several terrorist attacks and plots in different regions of the
world. Aviation security usually hits the newspaper headlines and grabs 
political attention when there is a crisis, such as long queues at screening
checkpoints at the start of the summer holidays or a terrorist attack at a large
international airport. At that time, there is a consensus that aviation security
represents an essential component of the country’s national security and that
all the necessary resources should be immediately allocated to protect the
citizens. However, as time passes, aviation security gets lower on the political
agenda and its importance and contribution to the air transport sector and
the economy at large become less prominent.

Terrorist attacks against civil aviation can typically be considered as “black
swans”, as they lie outside the realm of regular expectations, remain rare, have
major consequences, and are often explained a posteriori (“retrospective
predictability”). Giving aviation security a higher priority would strengthen
our ability to handle black swans, but also show our collective commitment
to better and smarter security: 

• Better security in terms of the effective implementation of baseline
security measures in all regions of the world and the definition of
measures based on true risk assessments. And also better security in
terms of the system’s efficiency to address the constant evolution of the
threats. 

• Smarter security in terms of designing and implementing security
systems that will enable the air transport sector to continue to grow in a
sustainable manner. Smarter security in a way that improves the
passenger’s experience when using our airport infrastructures and our
airlines. But also smarter security in terms of enhanced cooperation
between States to define a global system where gaps cannot be exploited
and the stack of measures does not lead to inconsistencies, overall
damaging our objective of protecting aviation. 

This edition of ECAC news brings together the perspectives of several
European States and international partners of ECAC on some of the most
current topics of discussion in aviation security, such as innovation,
occurrence reporting, security culture and capacity building. Our international
partners’ contributions do enrich our reflection on the necessary evolution of
aviation security in the year to come and contribute to the dialogue that ECAC
has always been keen on promoting and supporting. I hope you will find this
edition stimulating, in the weeks leading to the High-level Conference on
Aviation Security, where I am convinced several of these topics will be
addressed. 
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Security innovation: 
towards a better passenger experience

Sander Olivier 
Policy Advisor, National Coordinator for Security 
and Counterterrorism (NCTV), Netherlands

Over the past years, various ter-
rorist incidents have resulted

in a serious increase in security
measures at airports. As a result,
airport security procedures have
become more extensive, more
complicated and not always more
passenger-friendly. There is a grow-
ing awareness that there are limits
to the continuous increase in secu-
rity measures. Of course, it is in the
best interests of all stakeholders –
governments, airports, air carriers
and passengers – to prevent air-
port security from becoming a 
victim of its own system. More than
ever, there is a need for a system
that is robust (future-proof ) and, 
at the same time, can be easily 
adjusted to current threats (flexi-
ble). The secret is to find solutions
that offer benefits to all interested
parties. 

Intelligent and 
automated security
equipment

The key words in this context are 
‘intelligent security equipment’.

Intelligent security equipment will
help us make the next step in im-
proving aviation security and keep-
ing up with the growing demand
for air travel while maintaining pas-
senger comfort. The use of intelli-
gent screening  solutions creates
opportunities to automate screen-
ing processes, which benefits all 
involved stakeholders. Screeners
can do their work with more focus,
more ease and more pleasure and
will therefore be more effective.
Airports can streamline their secu-
rity processes and create more
screening capacity without the
need to recruit more security staff,
who are becoming more scarce.
Passengers will benefit since there
is less need to remove items, which
will make security controls less 
intrusive and more smooth. Alto-
gether, the use of intelligent equip-

ment is expected to improve the
overall quality of security by taking
away repetitive tasks from screen-
ers. This will result in a more stable
and predictable security outcome.
Moreover, intelligent security
equipment makes it possible to
perform tasks that simply could not
be done before, as the examples
below will show. 

Machine learning
improves performance
of detection software

Recent technological develop-
ments have created a stepping

stone for the next phase in aviation
security. The establishment of new
security standards has boosted 
the development of security equip-
ment that works with automated
detection algorithms. This means
that most security equipment at
airports nowadays is not only a
piece of hardware but also runs
flexible and adjustable software. 
At the same time, the science of
machine learning rapidly matures

We all know airport security checks are not much fun and have certainly not become any easier
over the past years. The Dutch NCTV (National Coordinator for Security and Counterterrorism) 
together with Amsterdam Airport Schiphol and KLM are continuously working on improving 
aviation security. The focus of these efforts lies on making security better, more efficient and more
passenger-friendly. So-called ‘intelligent security  equipment’ is the next innovation that will enable
us to achieve these objectives. Many developments have taken place over the last years which will
help us automate (parts of) the security processes. These concepts are now ready to be trialled
and deployed, and promising innovations are around the corner. This article discusses in more 
detail the Dutch vision for the near future and the results that are already visible at Amsterdam
Airport Schiphol.

How intelligent security equipment will help us make aviation security
better, more efficient and more passenger-friendly.

EUROPEAN PRIORITIES AND ACTIVITIES



and delivers  impressive results in
the field of detection software de-
velopment. The fact that detection
algorithms have become main-
stream and that machine learning
techniques can get the most out of
these algorithms, has created an
environment in which policymak-
ers, airports and manufacturers can
start working on improved  security
processes for both screeners and
passengers. The first innovations
have already taken place and re-
sulted in major improvements. And
there is more to come.

Screener support
and passenger 
comfort  

A striking example of the promis-
ing results that intelligent

equipment can offer is the evolu-
tion of automated explosive detec-
tion equipment for cabin baggage.
The first trials with this type of
equipment at Amsterdam Airport
Schiphol date back to 2012. At that
time, huge and heavy machinery
and high false alarm rates were 
the norm. But since then a lot 
has changed. Nowadays several
machines are available that meet
the ECAC C3 standard and allow
passengers to keep laptops and 
liquids in bags thanks to auto-
mated detection software. The size
and weight of the machines has
decreased by 30% and bag search
rates have become lower than reg-
ular security procedures. Screeners
are thrilled to work with the equip-
ment since they feel more confi-
dent knowing they are assisted by
smart software and 3D imaging 
capabilities while searching for 
improvised explosive devices (IEDs).
Also, less bags need to be searched,
and if a bag does need to be
searched screeners are assisted by
intelligent software. Frequent trav-
ellers who have experienced the
ease of keeping laptops and liquids
in their bags try to get into one of
the smart lanes. Figures show that
throughput improved by 10-20%.
This convinced Schiphol to deploy
this equipment over the whole 
airport by the end of 2019. 

Further automation
of cabin baggage
screening

The use of automated explosive
detection algorithms is just the

beginning of the opportunities
that intelligent equipment has to
offer in our continuous strive to 
improve security and the passen-
ger experience. Although the auto-
mated detection of explosives may
currently assist the x-ray screener,
it is just a matter of time before it
will take over this responsibility.
This means that the screener only
has to focus on sharp items and
guns, which will make his work less
mind stretching and more effec-
tive. The next step in smoothing
the screening process is the auto-
mated detection of knives and
guns. Machine learning software
developers are already working on
algorithms that can automatically
detect sharp items and other types
of weapons (any new threats can
easily be added when relevant). It
is expected that these types of 
algorithms can be trialled in the
short term. Again, first as a func-
tionality that assists the operator in
finding the objects, and subse-
quently as an automated function-
ality. This means that the first level
of hand baggage screening would
be fully automated so that the
screeners can focus their efforts on
the search for suspect bags. Their
work will be enriched and will shift
from repetitive image analysis to

solving potential alarms and inter-
acting with passengers. Smart image
analysis tools like the virtual removal
of dense items will help them do this
in the most effective and conve-
nient way.

Intelligent solutions
for passenger screening

A lso in the field of passenger
screening, equipment becomes

more powerful and intelligent as a
result of machine learning tech-
niques. This offers a huge potential
to improve screeners’ working 
conditions and, again, passenger 
satisfaction. Recently, the security
scanner alarm rates have dropped
significantly thanks to the use of
machine learning software. The
alarm rates are now nearing those
of the walk-through metal detec-
tors, with pat downs only needed
on targeted locations. Further-
more, automation of passenger 
security processes is fostered by
improved hardware and software,
which allows for more computa-
tional capacity. The capability to
process large amounts of data in
real time opens the door for ‘walk-
through security scanners’, which
have become a technical feasible
solution. The first proof of concept
of a walk-through security scanner
has already been trialled at Amster-
dam Airport Schiphol. Based on these
experiences, it is expected that  in
the near future manufacturers should
be able to deliver ECAC-certified
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Security innovation: towards a better passenger experience
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equipment. For the medium term,
the goal is to eliminate the need to
take off jackets, scarves and shoes.
upcoming wideband technology
solutions can make less divesting
become a reality. Another promis-
ing development for improved
passenger experience is shoe scan-
ners, which are designed to take
away one of the biggest annoy-
ances for air travellers. Shoe scan-
ning equipment is designed to
screen shoes without having to
take them off. Equipment manufac-
turers have been working on shoe
scanners – which can be used while
standing still or even while walking
– for several years now. ultimately,
shoe scanners will be fully inte-
grated in the security scanners and
will not require an extra stop in the
security process. Current technol-
ogy is able to deliver solutions; it 
is just a matter of time to make
these technologies fit for operation
at airports. The first trials with 
prototypes of shoe scanning
equipment will start soon and will
hopefully yield promising results. 

A ll the above mentioned devel-
opments are just the begin-

ning of what is possible. There are
many interesting developments
underway which will make passen-
gers’ lives easier (and that of adver-
saries harder). The use of smart
software on security equipment
opens up many possibilities for a
more passenger-friendly security
system. However, aside from the
technical hurdles that still need to
be overcome, it is important for
legislative bodies on both national
and Eu level to keep thinking
ahead and stay open-minded in
order to make these innovations
possible. Regulations should be
adapted in a timely way if we want
to avoid hampering innovations
that will contribute to a more pas-
senger-friendly, more efficient and
last but not least more effective 
security system. ECAC can play a
significant role in this by proposing
standards and developing testing
methodologies. Also, to speed up

the development of these solu-
tions, it is important for manufac-
turers to allow specialised third-party
software developers access to their
equipment. Great results can be
achieved when regulators, airports,
airlines and manufacturers join
hands. The ultimate goal would be
for intelligent equipment and au-
tomation to lead us to ‘self-service
security’, which would truly be the
next level in the passenger experi-
ence. �

Security innovation: towards a better passenger experience

Sander Olivier works as a Policy Advisor for the Dutch National Coordinator for Security and Counterterrorism. He has
been working in the field of counterterrorism for more than ten years, during which time he was one of the founders of
the Counterterrorism Alert System for the Dutch critical infrastructure. Today, Mr Olivier works for the Civil Aviation
Security Department in the branch for policy development. In this position he serves, amongst others, as the national
representative in several ECAC study groups. His main responsibilities are related to innovation, technology and new
and emerging threats. Mr Olivier is the project lead on the Dutch programme that aims to develop a futureproof aviation
security system. Under this responsibility, he has been heavily involved in deploying advanced cabin baggage equipment
in the Netherlands.
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What’s occurring?
An Irish take on occurrence reporting

Eleanor Travers 
Aviation Security Manager, Aviation Authority, Ireland

In 2013 when the Irish Aviation
Authority was first assigned re-

sponsibility for aviation security
oversight, the requirement to re-
port security incidents had been 
in place for many years. Basing its 
National Civil Aviation Security Pro-
gramme initially on ICAO Annex 17
and ECAC’s Doc 30, incident report-
ing was recognised as an impor-
tant requirement.

Despite its longevity as a re-
quirement, it never had the trac-
tion enjoyed by safety regulation,
in part due to a security culture lim-
iting information to the “need to
know”. There were other obstacles.
unlike safety, there were no safe-
guards for reporters, limited access
to confidential reporting channels,
human factors associated with not
wanting to report suspicions of col-
leagues not to mention, once the
report was submitted, limited abil-
ity to act or investigate outside of
State and police criminal processes.

And everyone was trained. All
staff at the airport, crew on board
the aircraft, handling staff in the
terminals. Latterly this was extended
to include cargo and supply chain
security personnel. Everyone knew
what to do when they found an 
improvised explosive device. 

As the State authority responsi-
ble, the Irish Aviation Authority was
no different, but working together
with the Department of Transport,
Tourism and Sport, responsible at

State level for aviation security pol-
icy, and with an industry cohort
committed to improving the avia-
tion security system, the view has
changed.

Why did our view change? Ire-
land has a moderate threat level.
Today there is no information that
Ireland is a target, and while an at-
tack is possible, it is unlikely. Good
to know!! Irish policy goes further –
not only do we want to prevent an
attack in Ireland, we want to play
our part and ensure that Ireland is
not a vector for an attack else-
where.

So how can we ensure the system
is effective and how can we learn
from our system to modify avia-
tion security regulation and
oversight accordingly?
We need security intelligence. In-
telligence that tells us not only that
the system is working as planned
but also identifying the anomalies
to that norm that force us to chal-
lenge our thinking and approach.

A practical example: pepper
spray in cabin baggage is one of
the most likely prohibited articles
to be detected at a cabin baggage
checkpoint in Ireland. In Ireland, it
is illegal to carry pepper spray 
unless authorised to do so and that
is limited to An Garda Síochána, the
national police. So where was the
pepper spray coming from? Firstly,
the airports were reporting that
these items had been detected.

The reports indicated that we had
a trend: pepper spray. Once the
trend was identified we could act
and the airport operators started to
examine where the pepper spray
was coming from. In all cases to
date, the source was inbound –
these were passengers travelling 
to Ireland from States where it is
legal to carry such items. With this
evidence, communication with
passengers can be targeted to en-
sure that passengers are aware that 
this material cannot travel in cabin
baggage.

A similar trend was identified
with gas canisters in hold baggage.
While in aviation circles this can be
considered dangerous goods for
transport by air, we do not discrim-
inate. If the report comes in and a
trend is identified, action is taken to
address the trend. In this case it
was largely passengers travelling to
Eastern Europe, information which
helps the air carriers in their com-
munications with passengers.

ECAC’s mission to foster har-
monisation is not the same as stan-
dardisation. Systems have slight
differences, and in this case, differ-
ences help strengthen the system
overall. That said, we can only make
such statements if we have the 
evidence to support it.

Has Ireland got it right? 
The evidence would suggest we
are on the right path, albeit work is
needed to progress. The increased
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Do you know what prohibited article is most likely to be found at the passenger screening check-
point in an airport in your State? Do you know how many staff cause a security breach when they
avoid the passenger screening checkpoint queues by entering the security restricted area through
a staff checkpoint? Do you know which equipment is most likely to fail on any given day? Do you
know which of the unruly passengers are trying to test how the air carrier responds to acts of 
unlawful interference?
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reporting is delivering security 
intelligence about system perfor-
mance and effectiveness. It is in-
forming the National Civil Aviation
Security Committee about the 
issues that are identified daily
within the aviation regime in Ire-
land. It is improving procurement
planning at airports, communi-
cations with passengers and 
embedding evidence-based deci-
sion-making in performance-based
regulation. The reports are used to
enhance training through everyday
examples of security successes and
failures.

So did we answer the ques-
tions we had asked at the start of
this article? For three of them, the
answer is yes. We are still working
on the fourth. We are also still work-

ing on safeguarding the reporting
system with provision for just cul-
ture being made in the National
Programme this year. More reports
are needed as we have inconsis-
tency with the level of reporting,
not explained by volume or scale. 

And when we have this infor-
mation, where do we share it? Is
our experience the same as others?
Are there trends that will only 
appear when we put our collective 
reports together? And where will
that happen? Is there an interna-
tional forum that can enable and
coordinate a reporting process with
all the requisite safeguards that are
needed?

Maybe the key question is
whether we are collectively ready
for this.  �

What’s occurring? An Irish take on occurrence reporting

Eleanor Travers is Aviation Security Manager at the Irish Aviation Authority, the State organisation charged with
responsibility for oversight of aviation security compliance in Ireland. She is the deputy chair of ECAC’s Guidance Material
Task Force.
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Cyber security
structure in Turkey

Information and communication
technologies have become inte-

gral parts of our society and econ-
omy. In order to eliminate the
cyber security risks and vulnerabil-
ities occurring as a result of the
widespread use of these technolo-
gies, States’ administrative structure
and governmental organisations
must take technical precautions
and prepare legal infrastructures to
maintain their cyber security.

In Turkey, the National Cyber 
Security Council was established in
2012. It approved our first National
Cyber Security Strategy and Action
Plan in 2014 for the period 2014-
2016. Within the framework of this
action plan, related institutions and
organisations were assigned with
certain duties and responsibilities.
The main objective of this action plan
was to be prepared against a possi-
ble cyberattack to critical infrastruc-
tures and to ensure business continuity
is not affected while recovering from
the attack, with the least possible
loss. Currently, a second action plan
is in place, running from 2016 to 2019. 

In line with the action plan, 
the National Computer Emergency 

Response Team-TRCERT was estab-
lished within the structure of the
Information and Communications
Technologies Authority (ICTA) in
2013. The critical infrastructures in
Turkey were determined as follows:
finance, energy, critical govern-
mental services, transportation,
water management, electronics and
communication, agriculture and
food. Sectoral and Corporate Cyber
Emergency Response Teams (CERT)
were established in these sectors.
The responsibility to act as the sec-
toral CERT for the aviation sector, as
one of the subsectors of trans-
portation, was given to the Turkish
Directorate General of Civil Avia-
tion (DGCA) as the regulatory and
supervisory authority.

Although the common basis
and general layout of the cyber
framework in critical infrastructures
are defined by the National Action
Plan, Sectoral CERTs are still respon-
sible for regulating the sector-
specific measures. On 31 December
2015, the Turkish DGCA issued a
cyber security regulation consisting
of aviation-specific measures, organ-
isation requirements, internal quality
control, cyber security culture and
training requirements. Airlines, air-
port operators, terminal operators,
ground services, air navigation ser-
vice providers (ANSPs) and mainte-

nance and repair organisations
(MROs) are covered by our cyber 
security regulations.

To be proactive with regard to
cyber security risks, aviation enti-
ties in Turkey are mainly responsi-
ble for:
• establishing and managing 

Corporate CERT,
• handling incident response 

management and coordination, 
• performing continuous system

testing and inspection, 
• establishing a cyber security 

culture,  
• establishing cyber security risk

assessment and mitigation 
processes,

• performing log management,
• gathering cyber security intelli-

gence related to their operations
and business reputation, 

• establishing a disaster recovery
centre for critical systems.

Routine inspections of these
entities are performed to monitor
compliance with the DGCA require-
ments. Inspections indicate that
significant progress has been made
since the start of the initiative and
most of the entities comply with the
requirements. Furthermore, each
entity is required to perform its own
penetration tests through State-
accredited private/public sector
partners.

7ECAC NEWS # 67

This article summarises the cyber security structure in Turkey and the methodology, scope and 
results of the first cyber security exercise conducted in the aviation sector. The main purpose of
this exercise was to determine the effectiveness of the preventive measures and the effect of a
possible cyberattack on aviation entities. It also aimed to identify vulnerabilities and the level of
cyber security awareness in companies, and to evaluate the capability of coping with the threats
and measuring the effectiveness of reporting mechanisms. 

EUROPEAN PRIORITIES AND ACTIVITIES

Aviation cyber security in Turkey: methodology and
lessons learned from first cyber security exercise

Serdar Karabulut
Head of Aviation Security Department,

Directorate General of Civil Aviation, Turkey

Bekir Dursun 
Cyber Security Expert, 

Aviation Security Department, 
Directorate General of Civil Aviation, Turkey



Cyber security 
exercise

According to our National Cyber
Security Strategy and Action

Plan, each Sectoral CERT has to
conduct a cyber security exercise
for their sector. For that reason, the
Turkish DGCA conducted a cyber
security exercise for the aviation
sector entities in Turkey, which
took approximately four months to
complete.

aIm anD ScoPe of tHe cybeR
SecuRIty exeRcISe
The main purpose of this exercise
was to determine how effective the
preventive measures were and the
effect of a possible cyberattack on
aviation entities, and to identify
vulnerabilities and the cyber secu-
rity awareness level of companies
and their employees. It also aimed
to evaluate the capability of coping
with cyber security threats and 
of measuring the effectiveness of 
reporting mechanisms.  

The aviation sector has a very
complex structure with various in-
teroperable systems. Considering
the complexity and number of
players, the scope of the exercise
was kept to a limited selective sam-
ple from four main areas based on
types of operations:
• Commercial air transport opera-

tors including all-cargo (35% of
the companies that cover 80% of
total operation)

• Airport and terminal operators

(30% of the companies that cover
75% of total operation)

• Ground handling companies
(66% of the companies that cover
60% of total operation)

• Air navigation service provider
(100%).

metHoDology 
of tHe exeRcISe

The following methods were used
in the exercise.

blackbox/greybox penetration
tests on operational systems and
It systems: the objective of these
tests was to assess the adequacy of
the protection systems/methods
used and to evaluate whether
these systems were operational at
optimum efficiency.  In this phase
of the exercise, sector-related and
commonly used information sys-
tems were targeted, and various
types of test were performed, as
follows:
• Cyber intelligence gathering on

targeted aviation entities.
• Attacks generated based on infor-

mation and media reports from
previous cyberattacks and gath-
ered information.

• Website defacements such as in-
stalling exploit kits in target entity
websites/systems in order to spread
malicious content that could po-
tentially damage the reputation
of the targeted company.

• Attempts to exfiltrate sensitive 
information.

• Attacks on critical systems and
testing national cooperation and
escalation procedures.

Social engineering tests on em-
ployees: studies conducted by 
the main cyber security service
providers and hardware manufac-
turers show that the weakest link 
in cyber defence is the employee.
Raising staff awareness levels is key
to maintaining strength. For that
reason, one of the test’s main 
objectives was to assess the cyber
security awareness level of aviation
personnel by conducting social 
engineering attacks on randomly
selected employees. These attacks,
inter alia, included:
• Phishing emails: emails with avi-

ation-related content that at-
tempted to collect or transmit
data or deceive staff into commit-
ting a harmful act. 

• Phone calls: members of staff
were called on the phone by 
people using fake identities and
positions trying to get sensitive
information or to deceive them
into committing a harmful act.

“Denial of Service” tests on criti-
cal infrastructures: the objective
of these tests was to evaluate the
quality of precautions against a
possible “distributed denial of 
service” (DDoS) attack on critical
aviation services to make them un-
available by overwhelming them
with traffic from multiple sources.

ReSultS anD leSSonS
leaRneD fRom tHe cybeR 
SecuRIty exeRcISe 
Common findings in this exercise
were:

1) Blackbox/greybox penetration
tests showed that the configura-
tion quality of the cyber security
systems at the companies tested,
such as firewalls, log management
tools, intrusion detection and pre-
vention systems, needed to be 
improved to deal with these types
of attacks. 

lessons learned: Corporate CERTs
and their employees had not
reached satisfactory maturity level
yet. In order to strengthen the 
systems and configurations against
such attacks, the training require-
ments for Corporate CERTs were 
increased by requiring globally
recognised cyber security certifi-
cates.

ECAC NEWS # 678

Aviation cyber security in Turkey: methodology and lessons learned 
from first cyber security exercise
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2) In social engineering test results:
• The phishing mail and phone-

phishing failure rate amongst par-
ticipants in aviation entities was
over the accepted threshold. 

lessons learned: Although there
are international and national train-
ing requirements to raise staff’s
cyber security awareness levels, the
effectiveness of the training needs
to be increased to reach a satisfac-
tory level according to our stan-
dards. In order to enhance cyber
security culture among aviation 
entities and ensure a high level of
staff awareness, the training con-
tent requirements were reviewed
and mandatory cyber security train-
ing requirements were increased
significantly. Entities were also re-
quired to carry out quarterly cyber
security awareness testing among
their employees.

3) DoS/DDoS tests on many partic-
ipating companies were not satis-
factory. 

lessons learned: Companies rely
on the configurations designed by
ISPs. The same vulnerabilities were
identified at multiple companies
using only predefined ISP configu-
rations. To rectify this commonly
shared probable vulnerability, a 
requirement was introduced into
Turkish regulation for Dos/DDoS
tests on critical systems to be car-
ried out by accredited companies. 

A s the common use of informa-
tion technologies in the avia-

tion sector is increasing in all areas
of aviation, cyber threats and con-
sequently concerns about the 
effectiveness of counter measures
are increasing in parallel. This 
applies not only to IT systems but
also to operational systems used in
aviation.

At the Turkish DGCA, we strongly
believe that aviation entities can
only protect themselves by collab-

orating against the ever-growing
cyber threat. For that reason, civil
aviation authorities in general, and
ECAC and ICAO in particular, should
rapidly modify existing regulations
to encourage international cyber
security collaboration among re-
lated entities in order to create a
solid cyber security framework.

Finally, we would like to thank
the stakeholders who joined and
supported this first national-level
aviation cyber security exercise. �

Bekir Dursun holds a computer engineering degree and a master’s in business administration (MBA) from Cankaya
University in Turkey. He has over five years’ experience in IT/cyber security. He has been working as a Cyber Security
Expert/Engineer in the Sectoral Cyber Emergency Response Team since 2015. Mr Dursun also represents the Turkish
Directorate General of Civil Aviation as a member of several working groups, such as ECAC’s Study Group on Cyber
Security in Civil Aviation and the ICAO Secretariat Study Group on Cybersecurity’s aerodromes working group.

Aviation cyber security in Turkey: methodology and lessons learned 
from first cyber security exercise
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Serdar Karabulut has served as Head of the Aviation Security Department since 2011. He is a graduate of Istanbul
Technical University, Surveying Engineering Department. Mr Karabulut joined the Turkish Directorate General of Civil
Aviation in 2002 where he began his aviation career. He was appointed Director of Security Assessment in 2006. 
Mr Karabulut has acted as the national coordinator in ICAO and ECAC audits. In 2007, he was certified as an ECAC
AVSEC auditor and in 2015 as an ICAO auditor. Mr Karabulut has participated in many airport audits on behalf of ECAC
and ICAO both as a team member and as a team leader. He is a member of the National Civil Aviation Security Committee
and Border Integration and Management Board. In this role, he oversees the national AVSEC audits and oversight systems,
running the screener and instructor certification project, developing regulations in various aspects of aviation security
and maintaining the national aviation security programme, and running the Towards One-Stop Security project with ECAC. 

Conclusion
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Security culture: a personal view 
and some lessons learned

Yves Mabbe 
Corporate Security Director, Cargolux Airlines International

Introduction

Allow me to lay down some pre-
requisites before we get into

the core of this paper, just to set up
the right mindset. If you are an au-
thority, please understand that you
cannot regulate a culture. I know
this is a natural tendency but, in
this case, you should not even
think about it. If you are from an 
association, please understand that
you cannot (or should not) make
money of it.  Another tendency
that should be left aside here. Once
this is clear in your mind, we may
start the discussions. Oh, and I 
forgot another essential point that
is relevant for any security discus-
sion: out with the politics and in
with common sense. In a nutshell,
switch the “collaborative and con-
structive mode” on, thank you.  

Culture is often associated with
communities. Each community has
values, histories, traditions, pillars.
Well, the good news is that, in
terms of security, we – the authori-
ties and industry – are a commu-
nity, as we are all fighting in the
same corner against the same ene-
mies. We also have the same his-
tory, unfortunately built on all the
accidents and incidents that have
shaped our regulations and some-
where along the line our behaviour
as heads of security. So, as a com-
munity, we should have a common
culture and build it, expand it, pro-
mote it together. At the same time,
however, we need to recognise

that there are differences between
the regions of the world. We may
have the same need for a security
culture but we may have different
concerns.

I am very lucky and honoured
to have moderated two workshops
on security culture. One held in
Paris proposed by ECAC in 2016,
and one in Nairobi early this year 
in the framework of the Eu-ECAC
CASE Project. The first was attended
by the same proportion of industry
and authority representatives. The
second was essentially attended 
by authority representatives. Both,
however, were a success simply 
because all the participants were
operationally driven experts with
common goals: to improve security
in our countries and in our compa-
nies. I was fortunate to have been
able to observe the challenges and
the differences between the two
workshops. In Nairobi, the work-
shop focused on the basic hurdles
we have to overcome to initiate a
security culture. In Paris, the focus
was on the tools and initiatives 
we need to take and develop in a
collaborative way. 

If you want to promote a security
culture, there is one fundamental,
essential and unavoidable element
to respect: top-level management
(or political representative) MuST
actively support the programme.
you cannot develop a security cul-
ture if your leaders are considered
exempt from your security processes.
I recall a representative at a recent

workshop who asked me what to
do when a highly ranked (or believed
so) representative, at a screening
point, shouted “Do you know who I
am?”… The only answer I could
think of was to “tell him that you
know him and that you see him as a
leading figure who inspires others,
and therefore you are sure he will set
an example for others on how to 
behave at a screening point”. This is
clearly why leaders should always
agree to pave the way for your 
future culture at the earliest stage
of the programme deployment.

During the ECAC workshop in
Paris, there was a lot of discussion
on the key elements of a security
culture programme. Some of the
group exercises, which mixed 
authority and industry representa-
tives, produced an astonishing
amount of common sense. Allow
me to share the points we raised.

Basic principles 
of security culture

• Because of the nature, location
and cultural differences, there are
no ‘one-fits-all’ solutions.

• We need to move from a purely
regulatory tradition (usually linked
to sanctions) to guidance pro-
vided by regulators after consul-
tation with the stakeholders. 
The system must be based on
tRuSt between partners.

• A legal framework is needed but
it should remain at conceptual
level. Security culture must be

EUROPEAN PRIORITIES AND ACTIVITIES

“Security culture”: two words used regularly in numerous forums, conferences and symposiums…
and often cited as “the most effective way to mitigate the insider threat”. Some find these state-
ments “trendy”, others do believe there is some truth in this concept. I think I put myself in the second
category, despite my usual scepticism.



adaptive to context:  RealIStIc.
Keep in mind that the culture may
be different in two airports/
regions within the same country.

• There are a lot of synergies be-
tween safety and security. Secu-
rity culture could be inspired by
the safety culture developed
some years ago and which is now
in a more mature state.

• All participants recognised that
(as for safety) changes to culture
take a lot of time. A robust secu-
rity culture cannot be achieved in
several weeks or months.

• Culture must be focused on the
human element. Educating staff/
people is the essence.

• Development of an efficient secu-
rity culture can only take place if
all the relevant stakeholders are
involved (depending on the level
you want to achieve: company,
airport, national…). At national
level, it should include civil avia-
tion authorities, airports, airlines,
subcontractors (handlers, caterers,
suppliers, security companies…)
and air traffic management. It is a
JoInt effort.

• An entity that wants to develop a
security culture must be ready to
share incidents and lessons learned,
to change its policies or processes
if required, and to increase trans-
parency towards other stakehold-
ers so that each of them can learn
from the other’s experiences (in-
cidents should NOT be perceived
as mistakes or faults).

• There should be a secure platform

where security stakeholders can
share the lessons learned as well
as ideas, performance (good or
bad), and even security informa-
tion for awareness purpose.

• Because of inter-dependencies
between all stakeholders, security
culture can only work efficiently if
it reaches a global level. If only
one stakeholder develops a secu-
rity culture and none of its sub-
contractors or partners do so, the
impact of messages and improve-
ments will clearly be reduced.

Key elements 
of security culture

• Security culture can only begin if
there is a clear and SInceRe buy-
In from management. Manage-
ment should have a clear VISIon
and clear commitment. This is a
critical prerequisite.

• Security culture could simply start
by identifying paths for security
improvements by analysing the
situation and identifying gaps or
inefficiencies.

• Training is only a starting point;
security culture requires regular
or even daily awareness.

• JuSt cultuRe is essential. Em-
ployees should not be blamed for
every mistake but only for those
arising from willful misconduct 
or negligence. Rewarding good 
behaviour should be promoted
but without leading to competi-

tion, certainly between compa-
nies (competition usually leads to
a reduction in transparency, with
inefficiencies being hidden to 
artificially maintain track records).

• Security culture should include a
monitoring element to confirm
the positive impact of newly in-
troduced elements.

• Security culture should not be
nebulous or use fancy but incom-
prehensible statements. It must
be simple and accessible to ALL,
from management to staff. To 
illustrate, you could refer to the
successful “If you see something,
say something” security campaigns.

• Employees should be emPoW-
eReD. They should be given the
possibility to decide between ‘act’
or ‘report’ when confronted with
an abnormal situation (raising a
potential security risk). If they 
believe they could do something
to resolve the security situation
faced, they should be able to act.
If not, they should know how and
to whom they should report the
situation. They should never leave
the abnormal security situation
unaddressed or the security ques-
tion unanswered.

• The national regulatory entity
should be the body coordinating
security culture initiatives at 
national level and should act as a
guide (NOT as a regulator).

• Security culture cannot be deployed
properly if effIcIent commu-
nIcatIon is not deployed (em-
ployees should know who to
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contact, stakeholders should have
defined communication chan-
nels, and management should
clearly communicate on security
culture elements…).

• A reporting system is essential. It
should include elements like anony-
mous/confidential reporting, such
as exist for whistleblowers or even
safety reporting systems.

• ANy report from an employee (or
stakeholder) relating to security
should be responded to twice.
First, an IMMEDIATE ‘thank you’,
and secondly, after investigation/
action, ALWAyS go back to the 
reporter with feeDbacK (within
confidentiality/sensitivity limits).

Measurements

Security culture should include a
number of key performance 

indicators. They may vary based 
on stakeholder nature, culture, etc.
• A possible option could be to

measure effIcIency leVelS, 
especially on a specific process
(for example, the number of secu-
rity tests passed/failed before 
and after a change in the security
culture).

• As for safety culture, security cul-
ture should involve a clear report-
ing system and – also as for the
safety culture – a key indicator
could be the number of reports
raised.

• As security culture in aviation also
aims to efficiently increase pas-
senger protection, passenger sur-
veys could be a tool to measure
the efficiency of the security 
culture (similar to a ‘Felt Safe?’ sur-
vey performed amongst users): 
organise SatISfactIon surveys.

• Other surveys/questionnaires could

also be used in case of non-compli-
ance with a procedure, such as
checking with the concerned em-
ployee when he received his last 
security instruction, feedback or
briefing… (or in other words: when
was he confronted with one of your
security culture initiatives).

• A possible key measurement
could be Self-PRomotIon. Is
security culture amongst employ-
ees improving without any input
from management or security
teams? – i.e. do staff members
speak about security or security
improvements without being
prompted to do so by manage-
ment? Does the system work
without external supervision?  

I remember that the united
States representative who partici-
pated in our Paris workshop was
able to demonstrate the efficiency
of basic security training on the
identification of ‘abnormality’ and
how to react/report it, given to 
airport cleaning staff. The efficiency
of the training was established
when they received the statistics
on the number of criminality-
related incidents at the trial airport
– they had drastically reduced.

End note

So, after handing out all these
tips and advice, what about

me? Am I able to develop a robust
security culture in my own com-
pany? Well, I must admit this is cer-
tainly a daily challenge. But when,
in the same week, on the one hand
my CEO complains that he was not
“screened to the adequate standards
at a screening point and that I should
address this issue with the subcon-
tractor because it is not normal”, and,
on the other hand, the cleaning
lady informs me that the previous
night she “found my office open and
immediately asked a security guard
to come and lock the door because it
was not normal”, then I think we
may be on the right track, as the
entire staff spectrum does know
what is ‘not normal’ in security
terms and does know how to ad-
dress the concerns. Maybe a security
culture starts then… with a little bit
of education. 

Wishing you all safe and secure
skies. �

Security culture: a personal view and some lessons learned

Yves Mabbe began his career in aviation 30 years ago and has spent more than half of them in managerial positions.
Most of this time has been in flight operations but he has also covered other areas such as quality control, diplomatic
and regulatory affairs. He finally joined the aviation security community in 2007. He worked for air traffic control, then
passenger, express and now cargo airlines. For several years, he actively represented the express industry in ICAO,
Asian, United States and EU AVSEC regulatory forums and meetings. He is a member of A4E’s Safety and Security
Committee and IATA’s Cargo Security Working Group and Cargo Border Management Board. He is one of the longest-
serving members of the ECAC Guidance Material Task Force (since 2009) and has participated in ECAC workshops on
explosive detection dogs, RNBC, security culture and cargo screening.
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Implementing a security culture? 
A practical approach

Andrew Murray 
Security Regulation Manager, Gatwick Airport

F rom day one, the cleaning su-
pervisor noticed Tim as being

friendly, easy going and really keen
to get on with the job. In fact, it
wasn’t until the end of the first
week that he realised the level of
Tim’s keenness. His unbridled en-
thusiasm included his desire to al-
ways volunteer for any aircraft
cleaning duty rather than other
jobs in and around the airport, air
bridges or stands. Tim was always
first on board to clean, after the
flight deck and cabin crew had de-
planned, eagerly getting on with
the prepping of both first and busi-
ness class cabins. Cleaning the
flight deck was the least popular
job as ground engineers often had
a moan at operatives that got in
their way or inadvertently touched
the controls. But Tim never seemed
fazed and often accessed the flight
deck as soon as he could. 

Tim’s supervisor had managed
many cleaning crews before and
knew that operatives came from all
walks of life with a huge range of
diverse backgrounds, life experi-
ences and interests. But he had a
gut feel about Tim that something
wasn’t quite right. Tim’s passion for
photography wasn’t known until
he started talking about it in the
crew room, nothing unusual about
that hobby, thought the supervisor,
until he was tasked to work with

him, covering the first wave of
turnarounds that included both
short and long-haul aircraft. 

Being questioned by the airport se-
curity duty manager wasn’t some-
thing the supervisor expected in a
normal working day – but having
caught Tim taking pictures of a
number of aircraft flight decks led
him to follow his gut instinct, fu-
elled by his general security aware-
ness training, and make a call to
the airport security team. The su-
pervisor’s worst fears of some type
of hostile reconnaissance appeared
to be warranted as, after various
checks with the police and counter
terrorism border policing teams,
steps were taken to redeploy Tim to
a less sensitive non-airport clean-
ing operation.   

Ah... I hear you say, did this really
happen? Absolutely, the only

details that have been changed is
the name of the individual con-
cerned. Why did the supervisor
make that call to the security team?
It’s a good question, and part of the
answer is because he, like all pass
holders at Gatwick, is required to
complete an online generic secu-
rity awareness course. This enables
all pass holders to understand the
security sensitivities of working at
an airport that is part of the united
Kingdom’s critical national infras-
tructure.

Community 
engagement

Our culture drives us to target
the wider airport community,

which we call the “Gatwick Family”,
with key security communications.
As an early hook-in to encourage
our community to think security,
we have produced a hard copy
document that recognises that not
everyone has easy access to the 
internet via a smartphone. This
means that a range of contractors,
cleaners, in-flight caterers and
many other staff can receive a basic
security message that sets out
some fundamental principles, such
as how to report an unattended
bag, or suspicious activity, together
with guidance on maintaining ac-
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Writing an article about the practical steps we have taken at Gatwick Airport to build our security
culture was never going to be easy. Arguably, it could be said that we didn’t seek to follow a 
structured programme of activity to systemically build a culture, principally because a culture 
cannot be built. Instead it has to be nurtured and encouraged by providing the correct environment
from which it can grow. Then comes the question of how you measure or assess its development.
One strong indicator of our security culture at Gatwick lies within the following story.  



cess control, protecting against tail-
gating and even information on
how to prepare for security when
presenting themselves to staff
search.   

We don’t believe there is a one-
solution-fits-all-airports approach
to developing and defining a good
security culture. It is certainly not
formulaic; rather a series of on-going
actions, activities and behaviours
that continually seek to remind all
staff at all levels of the need to
think security.

Balancing security compliance
against cutting queues whilst en-
suring the highest levels of cus-
tomer service is no easy task. With
new threats, technology, fluctuat-
ing budgets, processes and people
– nothing endures but change. yet
we aviation security entities are
committed to embedding a stable,
consistent, reliable security culture.
Be warned, if you don’t like a chal-
lenge you are possibly in the wrong
job. Luckily at Gatwick, we are val-
ues-led and performance-driven.
This means that we are passion-
ately committed to delivering a 
security product that protects our
customers, staff and stakeholders.
This in turn has promulgated our
security culture, because in order
for us to deliver effective security
people need to know not only
what to do but why they are doing
it. We do this by ensuring that every
single employee across all aspects
of our security operation has a clear
set of objectives that can be mea-
sured, tracked and delivered. This
has empowered our teams and 
created some healthy competition
in their performance. Whether it is
customer feedback or covert test
results, we love to track and trend
data and use it to drive improve-
ments as we compete to grow as a
leading provider of airport aviation
security. 

Define your values 

Integrity, respect and accountabil-
ity are just three of our core values

that form part of our Gatwick DNA.
These values are evidenced through
our behaviours in and around the
business, which form some funda-
mental foundations that contribute
to our security culture. 

We believe passionately in
maintaining our values and will 
actively encourage all staff to dis-
play the behaviours that evidence
them. Provided it is done profes-
sionally and constructively, we will
call out those colleagues who don’t
adhere to our values of delivering
better together. But much more
importantly we continually seek
out ways to communicate and en-
gage all our people, with particular
emphasis on the need to continu-
ally drive the security message. This
means seeking out and engaging
on many different media channels
and avenues, but what works par-
ticularly well is what we call “Heads
up”. It is certainly not rocket sci-
ence; the management team sim-
ply takes time out to arrange a

small gathering of front-line staff
from across the business at various
operational and non-operational
locations to talk about key issues
that support and promote our se-
curity culture. Whether it is changes
in security regulations, process,
threat level or topics of discussion
that help evidence what good
looks like – it is all part of the way
we do security.    

Recognition

One of the most enjoyable as-
pects to our Heads up sessions

is the opportunity to reward and
recognise those within our organi-
sation who either go the extra mile
or indeed, consistently and quietly
deliver a professional security ser-
vice to our passengers and staff.

It is a real opportunity to pick
out those individuals at Gatwick
who can sometimes go unnoticed
as they just get on and do a great
job without any noise or show-
boating. We love it, because a sim-
ple thank you can go a long way in
keeping people motivated in a role
that can be incredibly demanding.
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Lead by example 
– transmit but also 
receive 

I t is important to lead by example
when it comes to security culture.

Taking the opportunity to display
good security leadership at every
level throughout the organisation
is a must. At Gatwick, we will often
open a meeting, even if it is not a
security meeting, with a security
and safety “moment”. This is noth-
ing more complex than taking a
few minutes to highlight good 
security practice or awareness of a
particular incident and the learn-
ings that can be taken from it. 
Security cultural leadership is also
about “behavioural “leadership. At
Gatwick, all managers are actively
encouraged to be seen and engage
with front-line security staff. We
take a dim view of security man-
agers who are not known because
they don’t engage with security of-
ficers. It is a delicate balance; with
such a large workforce, it is likely
that not all the staff will know all
the managers. But at the very least
we expect operational managers to
make themselves known to secu-
rity staff at every opportunity. We
often use the word “walkabout”;
this is not a reference to an Aus-
tralian outback sabbatical! Instead
it is a term that describes our ap-
proach to getting out into the op-
eration to either witness a process,
location or engage staff, rather
than disappear into a meeting
room and make isolated decisions.
As security leaders within our busi-
ness, we also seek to influence the
security behaviours of all our stake-
holders, contractors and even visi-
tors, with appropriately targeted
face-to-face communication to
offer friendly guidance on a range
of security practices, from ensuring
IDs are displayed correctly, tempo-
rary pass holders are adequately
escorted, the risk of tailgating is
mitigated, or even politely check-
ing and challenging individuals
whose behaviour raises suspicion.
Linked very closely to driving our
security culture is our ability to lis-
ten to our security officers. It is a
cliché but communication is always
a challenge in any large organisa-

tion. We devote a huge amount of
effort to continually review our cur-
rent processes to ensure we are
capturing the views of all staff. We
conduct regular “voice of the em-
ployee” surveys to help us identify
areas of our security operation that
could be improved; whether that’s
uniforms, rest rooms, briefings or
rosters – we are always willing to
listen to better understand whether
things can be done differently. We
respect and understand the diver-
sity and hands-on experience of
our workforce and are keen to cap-
ture any great ideas from within,
hence we launched our “ACES” (Any
Clever Exciting Suggestions) initia-
tive. Examples of successful ACES
ideas that have been designed and
delivered include changing some
low-level solid panels to segregate
passengers after the walk-through-
metal detector to transparent pan-
els to enable parents and children
to keep sight of each other, strate-
gically placed mirrors that enable
team leaders to keep sight of any
building queues in staff search areas,
through to designing small plastic
collars that have been placed around

some of our emergency stop but-
tons on cabin baggage screening
roller beds in order to reduce acci-
dental emergency activation. All of
these ideas and actions came from
our front-line operatives.

Stakeholder buy-in

The united Kingdom govern-
ment requires all airports to 

operate a Security Executive Group
(SEG) and a Risk Advisory Group
(RAG) together with the Airport 
Security Committee. This may ap-
pear bureaucratic, however the
principal objective is to ensure that
all the airports manage their key
security risks (both current and
emerging) by regularly reviewing,
discussing, challenging and updat-
ing their risk registers. Gatwick’s 
approach to risk management is
further enhanced by ensuring we
continuously build and maintain
our professional working relation-
ships with all our key security
stakeholders. We do this by taking
every opportunity to “reach out” to
encourage open and honest de-
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bate. This could mean either grab-
bing a quick coffee with a senior of-
ficial from any of the control
authorities or even just making a
quick assurance call regardless of
operational peaks or troughs. By
doing this we start to break down
barriers and build a truly open and
honest style of multiagency threat
and risk management. At Gatwick,
we pride ourselves on a relaxed but
delivery-focused approach to secu-
rity leadership. We love to leave
rank and status at the door such
that we can constructively and ap-
propriately challenge the status quo.
This leads to a succinct and sensi-
ble approach to developing our
risk register. The SEG enables our
CEO and COO to evaluate and 
assess the work of the RAG, who in
turn, may seek buy-in from the top
in order to, perhaps, seek funds to
trial, build or design processes that
will strengthen our portfolio of se-
curity risk mitigations. The RAG also
enable key security stakeholders to
gain assurance that security of the
airport is being effectively man-
aged, whether that’s by conducting
a quick wash up of a previous inci-
dent or whether its understanding
that all security aspects have been
and are being considered as part of
a new landside constructive pro-
ject. In summary, the RAG process
helps build and develop the high-
est levels of security leadership by
working collaboratively with all air-
port security stakeholders in creat-
ing a secure forum for open and
honest dialogue.    

I’m sure Gatwick is no different
to many “modern” operations, as 
intrinsically linked to our overall
way of doing business is our fairly
informal way of communicating. In
others words, we don’t stand on
ceremony and in fact dislike bu-
reaucracy and red tape. In contrast,
we fully endorse good old-fash-
ioned face-to-face conversation
that leads to operational delivery. If
that means hunting someone
down to get things done then, 
so be it. Of course, calendar man-
agement is key – making time to
engage those that make things
happen in our business is critically
important. Actively managing the
message means doing the ground-
work to get people onside even 
before the official meeting. This
means selling the concept of secu-
rity and getting buy-in prior to the

formal approval process. It is not
about bypassing governance, it’s
simply about educating and warm-
ing up the audience prior to the
show! This could simply mean a
quick word with the COO, business
leader, project sponsor or project
manager will pay dividends in get-
ting a security process or project
delivered that will further enhance
the overall security culture. 

People, process and technol-
ogy together form the key compo-
nents of a security culture. At
Gatwick we have been fortunate in
benefiting from a healthy capital
investment programme that has
enabled us to develop world-lead-
ing security processing mecha-
nisms such as our central search
security facility, remote screening
rooms together with state of the
art external vehicle control posts.

Implementing a security culture? A practical approach
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However, even if you are fortu-
nate in having the best security
technology and processes in place,
the development of your security
culture will be severely hampered
if you have not invested the time
and energy into taking your people
with you on this journey. Capturing
the views of all staff, embracing 
diversity and providing a safe, sup-
portive and collaborative working
environment is all part of the pro-

cess. Communicating and celebrat-
ing the successes of the wider air-
port community helps to drive this
message, whether it’s recognising
the “going strong” efforts of older
members of the ground and pas-
senger handling agents or whether
it’s highlighting the attentive ef-
forts of security officers outside of
their working remits – it all counts
towards building a strong security
culture.  

People create a culture

In many ways, the security culture
at Gatwick is a by-product of our

commitment to keeping people
safe, delivering excellent customer
services and cutting queues. Whilst
components such as performance
management, accountability, risk
and threat management, gover-
nance, compliance and incident 
reporting all help to create the en-
gine of security, it’s the quality of
the drivers that dictates the direc-
tion of travel. By driver, I mean peo-
ple leaders, line managers and
supervisors. It’s a cliché but it’s true,
your organisation’s security culture
is only as good as the people
within it and their ability to man-
age the emerging threats and risks
to aviation, balanced against a
backdrop of ever challenging finan-
cial and commercial challenges. �

Andrew Murray is accountable for the delivery of Gatwick Airport’s Security Compliance and Assurance programme. As
Head of the Security Regulation team, reporting up to board level on all aspects of the UK’s National Aviation Security
Programme, he intuitively understands the challenge of defining and implementing aviation security regulations against
a backdrop of ever changing commercial and operational demands. A well-developed sense of security consciousness
enables him to furnish the wider airport operation with a high degree of security assurance. Mr Murray’s unique
extensive aviation career history, balanced against his time working for the UK government’ s Department for Transport
(DfT) Aviation Security Regulation and Compliance team as a senior inspector has provided him with a well-balanced,
informed, pragmatic approach to leading the multiple aspects of threat, risk and compliance management. A subject
matter expert in his field, he frequently represents Gatwick in both domestic and international security arenas including
Department for Transport and ECAC capacity-building projects in Morocco, Ghana and Kenya. 
Post 9/11 led to changes in the aviation industry where the UK government sought to identify key individuals who 
could offer an industry approach to compliance assurance and stakeholder engagement. As senior aviation security
inspector for the DfT, Mr Murray held lead auditor responsibilities for all British Airports Authority (BAA) airports and all
UK air carriers, leading a team accountable for aviation security compliance assurance together with threat & risk
management.  
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Brussels Airport: managing 
the recovery after a terrorist attack

Wilfried Covent
Senior Security Expert, Brussels Airport

G radually it became clear: there
had been two explosions 

inside the terminal close to the
check-in desks, inflicting significant
fatalities, casualties and destruc-
tion in the landside area of the
building. The nature of the explo-
sions indicated a coordinated and
planned terrorist attack. Sixteen
people died and over one hundred
and fifty were hurt. 
Our thoughts were – and will always
be – with the victims, family, friends
and relatives.

The emergency operation began
immediately after the attack, with
one goal only: to rescue the peo-
ple. Thanks to the heroic actions 
of the firemen, medical/security
services and many volunteers from
amongst staff and passengers, a
quick response was organised.  Pro-
fessional and agile teams on-site
managed the crisis. Although there
had been no previous training 
to cope with such an event, the 
collaboration between all parties 
involved, from the crisis centre to
the rescue teams on-site, was effi-
cient, showing that the regular cri-
sis management training and the
contingency plans in place had
contributed to a successful rescue
operation. 

Immediately after the attack,
the airport was placed on lock-
down for both departures and ar-
rivals. Over 5000 passengers were
stuck in the airside part of the ter-
minal and began to self-evacuate
towards the apron. Bussing opera-
tions on the apron were organised
to pick up people and bring them

to a technical hangar, which was
used as a temporary central assem-
bly point. After registration, people
were transported to different ‘friends
& relatives reception centres’ in the
area surrounding the airport. 

Over 10 000 pieces of baggage
from aircraft were left behind. Bag-
gage belts, gates, waiting areas,
shops and the departure hall were
deserted. More than 6000 cars in
the car park in front of the terminal
were not accessible to the public.
We had to handle the conse-
quences…

On 22 March, Brussels Airport
recommenced its cargo flights, and
passenger flights began on 3 April.
Passenger flight capacity was 
limited because all the check-in 
capacity had been destroyed. Pro-
gressively, the number of flights 
increased to reach 100% capacity

by 2 June, in time for the summer
peak beginning at the end of June. 

The biggest change affecting
passengers and staff after 22 March
was accessibility. As a result of the
new landside security standards,
pre-check tents were installed to
control passengers and staff before
entering the terminal building.
However, with the increasing num-
ber of passengers weeks after, it
became clear that such a 100%
static check was causing a lot of
queues, affecting the smooth 
passenger flow and resulting in 
additional safety concerns. 

In close cooperation with the
authorities, a new landside security
concept built on a multi-layered 
security approach was introduced.
Key elements included:
• infrastructural measures 

(protection); 

EUROPEAN PRIORITIES AND ACTIVITIES

22 March 2016 – 07h58. Brussels Airport is hit by terrorism. 
Two explosions are heard during peak operations in the public terminal. 
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• technology (e.g. intelligent 
cameras); and 

• human factor elements (e.g. 
behaviour detection monitoring).

This concept, based on risk
management principles, with visi-
ble and less visible measures, con-
tributed to a high level of security
while optimising the efficiency and
the comfort of the passengers. 

Due to the new security mea-
sures, the ‘kiss & fly’ zone in front of
the terminal is no longer available
for cars. A new drop-off zone close
to the terminal was created and a
new parking card allowing visitors
to park for free for 30 minutes in
the front parking area, less than 50
metres from the terminal, was
launched. 

The story of the recovery is a
story where people made the dif-
ference. 

Based on team work and em-
powerment, including extensive
stakeholder management, we were
able to manage the crisis. With one
common goal in mind – creating
and spreading a new positive vi-
sion – we made the right decisions
even under pressure, working in a

decentralised, rapid and efficient
way and creating agile teams able
to ‘think outside of the box’. 

And communication was key.
Both internal and external commu-
nication, as well as information
management, were essential for 
a successful recovery. The huge
media attention also required pro-
fessional spokesmanship and ex-
tensive conversation management
on social media.

We also emphasised the impor-
tance of taking care of our people:
the airport community. From the
beginning, it was clear that this was
not going to be a sprint but a
marathon. A lot of people showed
signs of trauma. From the first day
we took a combination of collec-
tive and individual initiatives – psy-
chological support - and we still do!   

Brussels Airport will never be
the same following 22 March 2016.
But we are back, and stronger than
ever! 

Security is clearly embedded 
in our vision and supported by an
ambitious investment programme.
We strongly believe it is possible to
combine better security with bet-

ter customer experience. But ‘zero
risk’ does not exist, and there will
always be a part of unpredictability.
All public spaces are a possible tar-
get for terrorist attacks. Good coor-
dination with the public authorities
is therefore crucial, as well as 
assigning clear roles and responsi-
bilities. 

All security measures taken in
the landside area should be the 
result of continuous security risk
assessment based on local threats
and defined in real time. A ‘one-size
fits-all’ solution does not exist. This
approach is supported by most
stakeholders, including ICAO and
the European Commission. 

The security approach must be
proportionate to the threat airports
face, and must continue to deliver
open, accessible and expedient air
transport services to the travelling
public. �

Brussels Airport: managing the recovery after a terrorist attack

Wilfried Covent has a rich career spanning almost all the key organisations in the aviation security industry, including
the police, airlines and cargo, and he is currently Brussels Airport’s Senior Security Expert. At the beginning of his career,
Mr Covent was Police Commissioner with the local police in Belgium. In 1994, he became involved in the aviation
security industry. He first joined the (previous) Belgian Airline SABENA as the airline’s Security Manager. A few years
later he switched to the air cargo/express industry to become Aviation Security Manager for DHL Express Europe. In
February 2010, Mr Covent started to work in the airport environment as Head of Security at Brussels Airport. Recently
he moved to a Senior Security Expert function within Brussels Airport. In this function, he has been appointed as
Chairman of the ACI EUROPE Security Committee (Airports Council International – representing +/- 500 airports in Europe).
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Making an impact through 
capacity development 

Dan Micklethwaite 
Director General of Civil Aviation, United Kingdom

We need to redouble our ef-
forts to get ahead of the

threat, and in the united Kingdom
we are doing this through our new
aviation Security Strategy. Our
strategy sets out a new proactive
approach across six core themes: 
• confident – understanding risks

to improve our collective confi-
dence in the security of the avia-
tion system.

• comprehensive – taking a holis-
tic approach to disrupt and deter
terrorists.

• concentrated – taking a data-
driven approach.

• collaborative – government and
industry working in partnership.

• cooperative – working with in-
ternational partners. 

• capable – building capability and
security culture. 

A key theme of our cooperative
work focuses on the importance of
sustainable capacity building
and promoting a positive security
culture, principles which feature
heavily in ICAO’s 2017 Global Avia-
tion Security Plan (GASeP), which
aims to increase cooperation be-
tween and within States. 

Since the unanimous passing
of uNSCR 2309 in 2016, the united
Kingdom has spent over £10 million
on our overseas capacity-develop-
ment programme. We work with
our international partners, includ-
ing ICAO and ECAC, to improve 
aviation security. Our emphasis is
on providing expertise, training
and support covering a wide range
of subject areas and threats. 

Since November 2015, we have
delivered over 200 training courses,
enhancing the skills of over 3000
security staff at overseas airports,
including screening staff, specialist
operators and security managers.
We are also developing more inno-
vative training capabilities, includ-
ing a series of animated training
films for use by host States and
computer-based training (CBT)

software for x-ray screeners. To im-
prove security, we have provided
over 200 explosive trace detection
machines for use by airports in pri-
ority locations and engaged with
over ten host States to develop their
capabilities through the united King-
dom counter-MANPADS programme,
working closely with international
partners to prevent duplication. 
We underpin our work through re-
gional workshops, having recently
hosted meetings with host States
and international partners in sub-
Saharan Africa and South Asia. 

Most importantly, the united
Kingdom capacity-development
programme seeks to deliver sus-
tainable improvements in aviation
security, rather than just providing
short-term benefits that dissipate
or become out of date. 

CAPACITY BUILDING - INTERNATIONAL ENGAGEMENT

As United Kingdom Director General of Civil Aviation, I deal with the full range of issues impacting
on civil aviation, but security will always be top priority. The successful and disrupted attacks of
the past few years are a reminder that aviation remains an attractive target for terrorists. 

We recognise that the terrorist
threat is a global one which we
need to tackle together. 
The united Kingdom remains 
committed to working with other
States, industry and global bodies
to protect aviation.

Improvised Explosive Detection Kits 
donated by the United Kingdom 
government to airports overseas 
for use in x-ray training



To this end, over the past three
years we have more than doubled
our spending on aviation security
around the world, expanding our
global network of aviation security
liaison officers in priority locations
to work with host States. Since
November 2015, we have completed
over 350 specialist assessments in
over 25 countries covering more
than 55 last points of departure
(LPODs).

Our assessments consider se-
curity performance across the air-
port using criteria based on ICAO
baseline standards, taking account
of the threat and risk in each loca-
tion. We use these assessments to
identify potential vulnerabilities
within host State aviation security
capabilities, and most importantly
to inform our capacity develop-
ment work overseas.

Most States, of course, do not
have such an extensive network
and infrastructure. But we believe
that many more States and organi-
sations can participate effectively
and add considerable value to our
collective efforts – by creating ca-
pacity-development programmes
appropriate to their resources, and
cooperating across regions to max-
imise our common effort. 

We have an opportunity in the
coming year, with the Second
Icao High-level conference on
aviation Security (HclaS/2) and
the 40th ICAO Assembly in 2019, to
make security a strong focus of

multilateral aviation work. The
united Kingdom will do all it can to
promote progress on the GASeP,
not just through capacity-develop-
ment work, but also to help boost
ICAO’s work on insider threat and
security culture, as well as strength-
ening the universal Security Audit
Programme, as these provide a 
crucial underpinning to the im-
provements we all wish to see.

So as we approach the ICAO
High-level Conference on Aviation
Security in November, I would en-
courage all to give aviation security
the attention it requires and to in-
vest in sustainable capacity-build-
ing projects. This is fundamental to
achieve the objectives of uNSCR
2309, and will help all States to 
implement the GASeP quickly and
effectively. It embodies the ICAO
principle of No Country Left Behind
(NCLB), and we should be aiming
for aviation security to become the
most visible example of how we
can deliver on the NCLB principle.

In doing this, it is crucial that
we share a common approach to
good practice in capacity devel-
opment, so that our programmes
deliver sustainable results. For any
capacity-development project, large
or small, to be delivered efficiently
and effectively the following ele-
ments are necessary;
• buy-in - successful capacity build-

ing requires the full engagement
of the host State. Any proposal 
for assistance has to be accepted
by them, and address an agreed

need. It is important to appreciate
the host nation’s appetite for
change and understand the polit-
ical dynamics that might affect
the delivery and success of any
programme. It is also important to
understand what other capacity
development is being undertaken
either by the host State or with
support from other international
partners; capacity-development
efforts should be complementary
to maximise impact, minimising
duplication. 

• careful scoping – capacity-build-
ing initiatives need to be properly
scoped to maximise the chances
of getting the project work right
and delivering new capabilities. It
is difficult to get visibility of host
skill levels or an understanding of
the processes and practices they
actually use if we have not estab-
lished good relationships first.
The focus needs to be on what
changes we are trying to make, as
skills cannot be taught in isola-
tion. There is no value in training
staff in a new skill unless they can
use it in their day-to-day work.
Host State stakeholders should
help define their needs, so that
they have ownership of the pro-
ject from the start. 

• Resourcing and funding – staff and
funding must be secured at the
start for the duration of a project.
If an initiative is withdrawn prior
to completion, this can significantly
affect the confidence of partici-
pants regarding future support.
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Local trainers delivering 
a new training programme 
after the United Kingdom’s 
“train the trainer” project 
at the host’s academy 



We have learned lessons on
what works well and delivers sus-
tainable and lasting improvements.
Our most successful capacity-de-
velopment projects have adhered
to the following basic principles:

• Start small and keep it simple
Capacity building could require
the introduction of a change in
security culture. This can seem
daunting for senior staff, who may
fear it will undermine their au-
thority and also disrupt the effi-
ciency of their organisations. We
have addressed these concerns
through the use of small scale pi-
lots to prove concepts and deliver
results. These allow new ways of
working to be tried, tested and
agreed before they are rolled out
more widely. They also avoid the
risk of threatening existing capa-
bilities and practices should the
concepts fail or take longer than
expected to realise. 

• think about sustainability and
an exit strategy from the start
Capacity building is about equip-
ping the country in question with
the capability to deliver effective
security. Therefore all capacity de-
velopment needs to be prepared
and delivered through the lens of
the host State’s ability to deliver
measures and use new skills self-
sufficiently. We have ascertained
that an exit strategy, agreed with
the hosts, is an important part of
the programme scope. This helps
to manage expectations from the
outset and gives the host State
time to scale up their own fund-
ing or resource.

• monitor and evaluate
All capacity-building projects
should be monitored on a regular
basis to ensure the project is fit for
purpose, giving value for money
and delivering the required im-
pact. It is important to collect 
evidence of changes in perfor-
mance, capability, processes and

attitudes delivered by the pro-
jects as these ‘outcomes’ provide
the confidence that the new ca-
pabilities are being used and be-
coming embedded. This evidence
should be used to reassure all
stakeholders, and the host State,
that progress is being made.
Monitoring and evaluation allows
us to learn lessons from previous
projects, and implement those
lessons for the future.

• Deconflict with partners
We as the international commu-
nity need to complement our work,
and not duplicate and conflict. We
have learned that engagement
with other donor states and inter-
national organisations to support
each other’s work and ensure
they are not delivering similar
projects is critical before a project
gets off the ground. We have
worked with ICAO to upskill avia-
tion security inspectors in partner
States and have supported ECAC’s
capacity-development activities
through the framework of the 
excellent CASE Project, including
the provision of expert speakers

at workshops, counter MANPADs
work and the development of a
training DVD on air cargo security.
We have also seen modern secu-
rity equipment donated by the in-
ternational community remaining
unused by host States, either be-
cause the training has not been
provided or the technical support
was not available. 

Successful capacity develop-
ment is as much about the journey
as the destination. Over the years,
the united Kingdom has learned
that attention to the journey of de-
livering capacity-building projects
will determine the project’s success
or failure. We recognise that whilst
delivering capacity projects can be
very difficult, it is essential given
the threats we face, and it should
be incumbent on all Member
States to work collectively to secure
the global aviation network. �
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Dan Micklethwaite was appointed as United Kingdom (UK) Director General for Civil Aviation (DGCA) in summer 2016.
He is responsible for overall UK policy on aviation. Mr Micklethwaite previously held a number of senior positions at
Her Majesty’s Treasury (the UK’s economics and finance ministry). During the last four years, he was the principal
adviser to the Chancellor of the Exchequer on UK transport policy, and oversaw the UK national transport budget. Prior
to that Mr Micklethwaite held the roles of Head of Strategy and Head of Economic Growth, also at the UK Treasury. He
also spent some time working as a consultant at Deloitte earlier in his career.

Training DVD on air cargo security 
produced jointly with ECAC through the
framework of the CASE Project



The CASE approach

Antoine Zannotti 
CASE Project Coordinator

I n his article, Dan Micklethwaite mentions the
“buy-in” of the Partner State at the top of the list
of the prerequisites to achieve efficiency in the

implementation of aviation security capacity-build-
ing actions. This required buy-in is first and foremost
political and administrative since all departments
and individuals involved need to be fully commit-
ted if the action delivered for the benefit of the 
concerned country is to produce all the expected
outcomes and also deliver sustainable results. This
assessment is totally confirmed by the three years
of implementation of the Eu-funded and ECAC-
implemented CASE Project, and it is hard to imag-
ine a capacity-building initiative that would not
rank the buy-in of Partner States as the most impor-
tant factor of success, albeit not the only one.

Based on ECAC’s experience in the implemen-
tation of capacity-building activities, one of the best
ways to achieve this is to use experts from the 
region of the scope of the Project, as they are the
most familiar with the needs of their region and 
understand best what methods and ideas are most
likely to be successful. 

Regional expertise and experience are as 
valuable as lessons learned from past activities,
therefore factoring in local specificities and environ-
ments (e.g. constraints on resources, sharing of 
responsibilities between various entities involved
in aviation security) is absolutely crucial to provide
technical support in a relevant manner.

In its early stages, the CASE Project initiated this
good practice by inviting regional speakers to its
multilateral workshops (e.g. cargo and mail security,
explosive detection dogs). By the beginning of the
third year, this strategy was expanded to national
operational activities. At the time of writing, the CASE
Project has already benefited from the experience
of experts from the following States: South Africa
(for an activity in Namibia), Kenya (for two activities
in Ghana), Benin, Cameroon and Niger (all three for
two sub-regional activities in Côte d'Ivoire which 
involved experts from the Democratic Republic of
the Congo and the Republic of the Congo in addi-
tion to the representatives of the host State). 

Meanwhile, several good practices have been
adopted by the Project to ensure an efficient imple-
mentation of activities which are delivered partly
by regional experts. These good practices ensure
consistency with those delivered exclusively by ex-
perts from ECAC and ECAC Member States. They are
designed to provide the same standards of quality
for the beneficiary Partner States, as initially African
or Arabian experts  cannot be already familiar with
ECAC methodology and tools in training and coach-
ing. For example, a good practice applying to the
management of regional experts is that they have
been, so far, systematically teamed up with an 
expert from the CASE Project team. This does facil-
itate the familiarisation with ECAC procedures and
training materials. Another example  is that the 
performance of the expert from a Partner State is
assessed after the mission by his/her senior team-
mate from ECAC, using exactly the same evaluation
criteria as the ones used to evaluate experts 
released by ECAC Member States. This does con-
tribute to a have a common pool of experts that
perform to the same standards. 

As this trend is to continue, the next major step
would be to rely on the skills of regional experts for
activities other than training. In the months to
come, ECAC will extend further its cooperation with
regional experts, starting with secondments of 
regional experts to the Project team.

The European Union-funded CASE Project 
delivers capacity-building activities in the field of
civil aviation security in Africa and the Arabian
Peninsula. ECAC is in charge of its implementation
over the course of four years (November 2015-
October 2019). �
More information on the CASE Project :
https://www.ecac-ceac.org/ec-ecac-case-project
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ICAO second High-level Conference
on Aviation Security: topics and goals

Sylvain Lefoyer 
Deputy Director, Aviation Security and Facilitation, 
Air Transport Bureau, ICAO

In the six years since the last High-
level Conference on Aviation Se-

curity, numerous aviation security
initiatives have been undertaken,
leading to significant accomplish-
ments. These range from the pas-
sage of high-level legal instruments
to the concrete application of 
appropriate countermeasures at
airport checkpoints. The unani-
mous adoption of united Nations
Security Council Resolution 2309
(2016) in September 2016 and the
ICAO Council’s approval of the Global
Aviation Security Plan (GASeP) in
November 2017 demonstrated
States’ commitment to ensuring
aviation security around the globe.
During this HLCAS/2, Resolution
2309 (2016) and the GASeP will fea-
ture prominently in the discussion.

The HLCAS/2 will be the culmi-
nation of AVSEC Week – five days
dedicated to understanding the
current state and future of aviation
security, and exploring avenues for
effective improvement. The first
day of this week will focus on in-
dustry engagement and will com-
prise multiple tranches of workshops,
SkyTalks, and facilitated debates.
The second ICAO Global Aviation
Security Seminar (AVSEC2018), open
to government officials, industry
and other stakeholders, will take
place the following two days. Dur-
ing interactive sessions through
AVSEC2018, participants will explore
the complicated issues surround-
ing aviation security information-
sharing. 

HLCAS/2 participants will then
discuss and produce recommenda-
tions on policy issues and a frame-
work for aviation security, as well as
related actions by States, industry
and ICAO. Key topics addressed
during the HLCAS/2 will include
current risks and threats to avia-
tion, new approaches for manag-
ing these risks, the status of the
GASeP, achieving synergies with
other areas in aviation, and ensur-
ing sustainability of aviation secu-
rity measures. Through the advanced
submission of working papers,
Member States and selected or-
ganisations and associations will
be able to seek specific actions re-
lated to these topics. Interpretation
and translation will be provided in
six ICAO languages.

Aviation security
threat and risk context

Following the first HLCAS in 2012,
the ICAO Global Risk Context

Statement (RCS) was developed.
Now published as ICAO Doc 10108
(Restricted), this document is 
updated annually using evidence-
based risk assessments, and includes
possible mitigating actions that
States may implement in their risk-
based security programmes. The
RCS acknowledges that risks vary
from region to region, but the in-
terconnectedness of aviation re-
quires that all States remain aware
of current threats and adapt their
countermeasures accordingly.

The current threats facing civil
aviation are continuously evolving.
Concealment methods for impro-
vised explosive devices (IEDs) have
become more creative and con-
cealed items harder to detect.
Chemical, biological and radiologi-
cal (CBR) agents are an increasingly
worrisome threat. Decentralised 
recruitment and attack-planning
make detection and prevention
exceedingly difficult. The insider
threat, constituted by risks arising
from employees working in or for
the aviation sector whose role pro-
vides them with privileged access
to secured locations, secured items
or security-sensitive information,
remains a growing concern. Cor-
ruption or compromise of employ-
ees at all levels – from airport staff
to security personnel to pilots –
provides potentially unfettered ac-
cess to the target, unless appropri-
ate screening and security controls
are implemented. 

The HLCAS/2 will address these
ongoing and emerging threats and
the need to conduct individualised
risk assessments reflective of
unique situations. The conference
will also encourage States to more
comprehensively address insider
threats and enhance information-
sharing on threat and risk.

ICAO HIGH-LEVEL CONFERENCE ON AVIATION SECURITY

In November 2018, the International Civil Aviation Organization (ICAO) will convene its second
High-level Conference on Aviation Security (HLCAS/2), bringing together senior government 
officials from around the world to engage in important discussions on countering threats to civil
aviation.



Improving aviation
security risk 
management 

To substantially reduce the prob-
ability of an act of unlawful 

interference being successfully 
carried out against civil aviation,
members of the aviation security
community must implement multi-
faceted approaches. Through a 
robust security culture, employees
who might otherwise be suscepti-
ble to coercion or corruption may
be deterred from becoming an 
insider threat. Current, evolving,
and new threats must be continu-
ously monitored and the intent
and capability of potential perpe-
trators must be accurately reported.
Rapid growth in remotely piloted
aircraft systems (RPAS), increasing
interconnectedness of data in the
cyber realm, and emerging terrorist
attention to CBR weapons are the
most pressing, but not the only,
threats faced by aviation security
professionals. 

Focusing on the resilience of
the aviation system, authorities
must ensure the resilience of re-
dundant critical systems, support
contingency planning, and con-
duct appropriate exercises. The
HLCAS/2 will emphasise the impor-
tance of an enhanced security 
culture, and the sharing of best
practices, and highlight data driven
risk management systems.

Status of the GASeP

T he GASeP provides the founda-
tion for ICAO, Member States,

industry and other stakeholders to
work together in enhancing and
improving aviation security world-
wide. Central to the Plan is a global
commitment to achieve aspirational
goals by raising the level of imple-
mentation of Annex 17 – Security.
The extent of effective implemen-
tation (EI) for all critical elements, as
documented through the universal
Security Audit Programme, serves
as an indicator of the global inter-
national civil aviation security pos-
ture; the Plan identifies ambitious
targets for years 2020, 2023 and
2030. A review of the current global
and regional EI rates will be pre-
sented during HLCAS/2, with a view
to taking the necessary actions to
improve these rates in the appro-
priate areas.

Assistance efforts have been
identified as a key component in
improving aviation security in
many States. The ICAO Secretariat
continues to coordinate with donor
and recipient States to identify 
security deficiencies, prioritise 
assistance efforts, and ensure the
effectiveness of these efforts. These
initiatives result in budgetary con-
siderations and a pressing need for
additional and sustainable resources.

The GASeP’s core content pre-
sents a multi-year approach to 
enhancing and reinforcing aviation

security. Its roadmap, however, is a
living document that will be ad-
justed and enhanced as actions are
completed, additional items are
identified, and best practices set
out. The HLCAS/2 will be invited 
to consider the future evolution of
the GASeP, which may include in-
corporation of the security-related
provisions of Annex 9 ahead of the 
40th Session of the ICAO Assembly
in 2019.  

Achieving better
synergies across the
aviation disciplines

A viation security is not a stand-
alone sector; safety, air naviga-

tion, law enforcement, and
counter-terrorism organisations
are just some of the entities whose
goals align in keeping people and
goods safe and secure. Perpetra-
tors have a multitude of motivators
such as ideology, politics, criminal
gain or mental instability. However,
they often employ similar tactics,
techniques and procedures as they
seek to exploit vulnerabilities in the
aviation sector.

Similarly, expansion of pre-
boarding passenger data availabil-
ity, often discussed in terms of
facilitation benefits, may be highly
useful in enhancing border and avi-
ation security efforts, particularly 
in the context of counter-terrorism 
efforts.
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ICAO has completed several
key collaborations with other enti-
ties whose goals are aligned, al-
though their areas of expertise and
mandates may differ. These include
other united Nations agencies,
such as the Counter-Terrorism 
Executive Directorate (uNCTED),
the Office of Counter-Terrorism
(uNOCT), the International Organi-
zation for Migration (IOM), the World
Customs Organization (WCO) and
INTERPOL, and international indus-
try associations such as the Interna-
tional Air Transport Association
(IATA), Airports Council International
(ACI) and many others. The confer-
ence will be encouraged to recom-
mend this model of integration at
the Member State and interna-
tional organisation levels to achieve
a coordinated and holistic ap-
proach to aviation security matters.

Ensuring sustain-
ability of security
measures

T he aviation system remains a
choice target for attacks by a

spectrum of bad actors. In addition
to structured terrorist cells and
transnational organised crime syn-
dicates, the growing concern of
self-radicalised individuals or re-
turning foreign terrorist fighters
(FTFs) represents an increasing
threat. This has resulted in new
kinds of would-be assailants who
continue to evolve their attack
methods while still revisiting tac-
tics previously used. 

Responding to the threat
posed by the continuously evolv-
ing potential attacker must be care-

fully considered. Simply adding new
technology to the existing kit at 
a security checkpoint may result 
in more problems than it resolves
as queues get longer, flight sched-
ules are affected, revenue genera-
tion decreases and tempers flare.
Integration of adaptable counter-
measures must be emphasised to
ensure the vulnerabilities are miti-
gated without negatively impact-
ing the industry they are designed
to protect.

The Conference will be encour-
aged to expand efforts to identify
new ways to mitigate security risks
and share best practices for achiev-
ing sustainability. 

Conclusion

M ember States and selected
organisations and associa-

tions are strongly encouraged to
submit working papers suggesting
actions, or information papers
identifying perspectives and expe-
riences, as they relate to the
HLCAS/2 topics. As ICAO prepares
for the 40th Assembly, scheduled to
occur in 2019, these inputs will be
immensely important in defining
the next chapter in aviation secu-
rity. �
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Sylvain Lefoyer has been Deputy Director in charge of aviation security and facilitation in the Air Transport Bureau of
the International Civil Aviation Organization (ICAO) since 1 March 2017. He leads teams responsible for developing
aviation security and facilitation policy, Standards and Recommended Practices (SARPs), conducting audits of Member
States’ aviation security activities, assisting States that are unable to address deficiencies highlighted by those audits,
and implementing the Traveler Identification Programme (ICAO TRIP) Strategy.
Mr Lefoyer has extensive experience at the senior executive level in policy and regulations development, strategy,
oversight, critical incident management and organisation development in aviation security and facilitation. 
Previous to his role in ICAO, Mr Lefoyer’s career in transport safety and security spans more than 25 years in the French
ministry of transports. He held various positions, such as Deputy Regional Director for ground transport safety, security
and defence in the Regional Directorate for Equipment and Urban Planning in the Paris metropolitan area, and as
Deputy Head of Aviation Security and Defense in the French Directorate General of Civil Aviation (DGAC). Prior to that,
he enhanced his career in air traffic management from 2005 to 2011, in risk prevention and management from 2002
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New Zealand priorities for the 
ICAO second High-level Conference

on Aviation Security

Chris Ford 
Deputy Director, Civil Aviation Authority, New Zealand (CAANZ)

Essentially that requires over a
day of travel, transiting multiple

airports, and includes 13 plus hours
on a single transoceanic flight.  This
serves to highlight that I live 
in a remote set of islands in the
middle of the Pacific Ocean. New
Zealand is indeed home to the All
Blacks, the Rugby World Cup (cur-
rently!), hobbits, and kiwis. It is 
also a remote, oceanic State, sur-
rounded by vast bodies of water.
Our nearest neighbour is some
three hours flight-time away. 

“Flight is a vital part
of our collective 
national identity”

What this means is that we are
absolutely, critically depen-

dent as a State on a safe, secure,
and efficient aviation system. Flight
is a vital part of our collective na-
tional identity. It connects us with
our friends and family across the
globe.  It is estimated that at any
one time there are one million New
Zealanders living abroad – out of a
total population of some 4.7 mil-
lion. Aviation enables us to see 
the world, and broaden our under-
standing of the people in it. Need-
less to say, we are a proudly
pluralistic nation, represented by
people from many different parts
of the world and from varying
backgrounds. 

Aviation is also essential to our
economy and our resulting social
and collective national well-being.
Our tourism sector, which is depen-
dent on aviation, is a major export
earner and driver of growth for
New Zealand, directly contributing
around six per cent of New
Zealand’s gross domestic product.
It is also our largest source of for-
eign exchange and employs ap-
proximately eight per cent of our
workforce. We are conscious that,
for many tourists, we are a discre-
tionary destination. For those who
travel a long way to visit our shores
there are many other countries
they could choose to go to instead
of flying for over a day to visit us:
ones that are also cheaper to fly to.
Acknowledging these factors, we
need to make sure our aviation se-
curity system, while protecting the
travelling public as its first priority,
also provides value for money, an
appropriately facilitated passenger
experience, and supports on-time
departures so we remain an attrac-
tive destination for airlines and
their passengers. In recognition of
the importance of these factors,
our government and public ac-
countability reporting systems in-
clude measures such as maximum
queue length time targets and any
departure delays caused by secu-
rity that ensure we hold ourselves
to account on these matters.

“Safe and secure
skies – to help New
Zealand fly”

Accepting the need to take facil-
itation into account, at the Civil

Aviation Authority of New Zealand
we are fundamentally guided by
one mission: Safe and secure skies –
to help New Zealand fly. This state-
ment recognises that for New
Zealanders to flourish – socially,
economically and globally – we
must have an aviation system, it
must be safe, and it must be secure. 

Despite the fact that New
Zealand is geographically remote,
we are acutely aware that we are
part of an international aviation
system. While the threat to aviation
varies from place to place, it is also
extremely mobile and threats can
quickly cross regional and State
boundaries. A prime example is the
attempted terrorist plot reported in
the international media against an
aircraft operating out of Sydney,
Australia, in July 2017. Australia is
one of New Zealand’s closest neigh-
bours in terms of both geography
and aviation security operations. In
New Zealand, we were incredibly
thankful that the plot was disrupted,
and that our neighbours avoided
what could have been a catas-
trophic loss of life. We were also re-
minded of an important lesson: we
cannot afford to be complacent.

27ECAC NEWS # 67

ICAO HIGH-LEVEL CONFERENCE ON AVIATION SECURITY

As I write this article I am also contemplating my travel to Montreal in November this year for 
the second International Civil Aviation Organization (ICAO) High-level Conference on Aviation 
Security, where I will be leading the New Zealand delegation. 



Ambitions for the
ICAO High-level 
Conference on 
Aviation Security

Taking this context into account,
New Zealand has three ambitions

for the High-level Conference on 
Aviation Security in Montreal in
November this year.

StRIKIng tHe RIgHt balance
The first is to recognise the need for
balance. That is, balance between
performance-based and outcomes-
based aviation security standards,
and prescriptive ones. However,
when using the terms performance-
based or outcomes-based or pre-
scriptive it is also important to clarify
what I mean. 

Firstly, prescriptive standards.
This term refers to standards that set
specific technical or procedural secu-
rity requirements that must be com-
plied with by States. Such a standard
expressly determines the means by
which an appropriate level of security
assurance is attained. In such cases
no choice is left to the State regard-
ing the means by which this level 
of assurance is reached. A State’s
compliance with the Standard can be 
directly assessed by comparing
whether or not the specific technical
or procedural security requirement
expressed in the Standard is applied
and present. 

Secondly, performance-based or
outcomes-based standards. This is an
approach that focuses on desired,
and measurable, outcomes, rather

than prescriptive processes, tech-
niques or procedures. In this case,
performance-based or outcomes-
based standards lead to defined 
results without specific direction re-
garding how those results are to be
obtained. 

In any case where performance-
based or outcomes-based standards
are applied, there are two considera-
tions that need to be taken into ac-
count. The first is the need for clear
guidance material for States on op-
tions by which the required desired
and measurable outcomes may be
delivered, and factors States should
take into account to ensure this deliv-
ery. In this regard, ICAO – and the
guidance material it provides – is crit-
ically important to support achieve-
ment of the required outcomes and
the ongoing validity of any perfor-
mance-based or outcomes-based
standards. The second is the need for
transparency at a State-to-State level:
the means by which a State may
choose to deliver on performance-
based or outcomes-based standards,
and its rationale for its chosen ap-
proach, must be apparent to its inter-
national partners and ICAO in such 
a way that collective confidence in
the international security system is
maintained. 

Each State and the international
aviation security system may benefit
from a different mix of performance-
based and prescriptive standards. 
No single approach is appropriate.
No single approach is robust. Why?
Because we must remain flexible,
agile and considerate of our differ-
ences. Aviation is an international,
network business, with complex

inter-relationships between States
and industry partners. As noted above
we must acknowledge that threat and
risk environments can and do vary
globally while recognising the critical
importance of a strong international
security system. Reflecting this inter-
national context we see a variety of
different aviation security delivery
models in different States. There are
also varying levels of awareness and
capability between States. Mean-
while, aviation remains a favoured
terrorist target, with new and emerg-
ing threats expected as the norm. We
face conscious and adaptive adver-
saries who are continually looking to
identify and exploit vulnerabilities in
our global security system. 

In such a setting, promoting a
balance between performance-
based and prescriptive standards is
the only way to support all States to
best manage their specific threat and
risk environments, within the wider
global environment. Moreover, the
flexibility enabled by this balance
promotes innovation and efficiency
in passenger facilitation, without
compromising security. Flexibility can
potentially produce better security
outcomes, by embedding quality
and continuous improvement in 
security delivery processes. 

That’s not to say that prescriptive
standards are not desirable in some
cases, but we need to undertake very
careful analysis and consideration of
all relevant factors before concluding
this in any one case.  Balance is key to
ensuring sustainability, and what
good are our security systems if they
are not sustainable? Risk-based mea-
sures that appropriately take into 
account varying threat and risk envi-
ronments, and the proportionality of
counter measures can contribute 
significantly to the sustainability of
our aviation security systems.  

PRomotIng Icaos’ global aVI-
atIon SecuRIty Plan (gaSeP)
Our second desire is to endorse and
promote ICAOs’ Global Aviation Secu-
rity Plan (GASeP). This is the strategic
document that guides States and in-
dustry stakeholders towards ongoing
and continuous aviation security en-
hancement. New Zealand considers
it appropriate to comprehensively
endorse the GASeP’s existence, and
the importance of all States working
in partnership with ICAO and indus-
try to implement it. 
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The ICAO Assembly first agreed
in 2016 that there was a need to 
develop the GASeP, to replace the
Comprehensive Aviation Security
Strategy. The GASeP aims to foster a
greater commitment from all parties
– including States, ICAO, and industry
– to enhancing global aviation secu-
rity. This is an important pursuit. 
International air passenger traffic is
forecast to continue growing as are
air cargo volumes. That’s assuming
that we sustain a safe and secure 
aviation system, in which the public
have confidence. The ongoing en-
hancement of our systems in the face
of conscious and adaptive adver-
saries and constantly evolving threats
is critical if we wish to maintain that
confidence and support international
travel, trade and connectivity. With-
out question, the GASeP will yield
benefits, and prevent human, imme-
diate financial, and longer-term eco-
nomic losses. 

In light of the ongoing threat and
risk environment, aviation security
must remain a priority for all States.
This was highlighted by the united
Nations Security Council’s Resolution
2309 (2016) on aviation security, fully
supported by New Zealand, and
adopted in 2016 at the time when
New Zealand was chairing the Secu-
rity Council. We remain committed to
the principles of the GASeP, the need
for States to implement it, and for
ICAO to support its members on that
journey. To that end we support the
intent of ICAO for the High-level Con-
ference to recommend a vision for
the future evolution of the GASeP. 

aDVocatIng foR SmalleR
neIgHbouRIng StateS: 
no countRy left beHInD
Finally, New Zealand will also be ad-
vocating for its smaller neighbours.  

This takes us back to the need
for balance as a means to support
sustainable and continuously im-
proving aviation security systems.
We must remain cognizant and con-
siderate of differences between
States. Consider, for example, the
aviation security system required at
an airport from which you can fly to
180 destinations in 90 countries on
flights offered by 90 airlines. Is the
same system necessary for a small
island airport which has only one or
two departing international flight
per week? Of course not. But smaller
States are also not immune from
threats and risks and equivalent
outcomes must be delivered. In our
part of the world, there are poten-
tially some smaller States who face
capacity and capability challenges
at the levels of both operational se-
curity service delivery and regula-
tory oversight that we do not.  As a
result, these States may have diffi-
culty achieving full compliance with
all ICAO aviation security standards,
and the intentions of the GASeP.
Notwithstanding these challenges
there is a high degree of commit-
ment and willingness on the part of
relevant States to achieve necessary
levels of compliance and ensure
they play their part in our global avi-
ation security system. 

This highlights the importance I
have referred to above for a mix of
performance-based and prescrip-
tive standards, to allow States to
achieve ICAO compliance in a way
that is most appropriate to their
threat and risk environment, while
also recognising that they are part
of a global aviation system. 

New Zealand recognises it has a
responsibility to support its devel-
oping neighbours, and takes that
responsibility very seriously. I am

proud to say that we have, and con-
tinue to provide, a range of aviation
security support to our Pacific
neighbours, and have done so in a
sustainable way. What I mean is that
we have built capacity, not simply
filled gaps. We have trained trainers.
We have provided screening equip-
ment and the expertise to maintain
that equipment, and will continue
to do so. We have sent uniforms, ve-
hicles and radios and personnel to
advise how to use these. We have
established relationships and we
have helped align processes, proce-
dures and systems with interna-
tional standards, and supported the
development of increased oversight
capability. For New Zealand, the
strength of these relationships and
working together with our smaller
neighbours for the collective bene-
fit of all is a crucial element of any
effective and successful capacity
and capability-building efforts.  

All of us have a duty, as part of
ICAO and part of the global aviation
security system, to provide what
support we can, in the spirit of
ICAO’s own initiative: No Country
Left Behind.

In closing, New Zealand recog-
nises that it is part of an intercon-
nected global aviation system; one
in which threats and risks are con-
tinuously evolving and can rapidly
cross regional and State boundaries.
Acknowledging this there is a need
to ensure an appropriate balance of
performance-based and prescrip-
tive standards, and an approach of
continuous aviation security en-
hancement in a manner that allows
all States, small and large, to reap
the benefits of a safe, secure and 
efficient global aviation system. �

New Zealand priorities for the ICAO second High-level Conference on Aviation Security
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But witnessing such deficiencies
should not just result in correc-

tive actions applied to the screen-
ers – the public face of aviation
security. Rather, it should result in 
a wider view that includes a look 
at the supporting framework that
is in place – including proper train-
ing and oversight, as it is these 
elements that help to reduce secu-
rity gaps.

A PhD thesis could be written
on the importance of professional
competencies within the entire 
aviation security community – from
screening officers to primary secu-
rity line partners – but we have 
decided to focus on one area in
particular. We believe one of the
cornerstones of an effective avia-
tion security programme is effec-
tive training of those professionals
conducting oversight – AVSEC 
inspectors and auditors.

maintains that avia-
tion security oversight

plays a vital role in States helping
to ensure the effective implemen-
tation of security-related Standards
and Recommended Practices (SARPs)
contained in the Annexes to the
Chicago Convention. Aviation se-
curity practitioners agree with the
international civil aviation body, 
asserting that oversight is a key
component in establishing, main-
taining and sustaining a strong and
effective aviation security pro-
gramme. However, an effective avi-
ation security oversight regime
necessitates properly trained pro-
fessionals whose abilities and ex-
pertise are respected by industry
and who are fully equipped to deal
with different facets of the security
programme within civil aviation. 

We believe that aviation secu-
rity inspectors and auditors are 
the front line of any oversight pro-
gramme. They are responsible for
conducting activities such as in-
spections, audits, surveys and tests
to proactively ensure that those 
entities identified in the National
Civil Aviation Security Programme
(NCASP) with AVSEC responsibili-

ties are meeting their obligations
as required by the State. Inspectors
and auditors are also the public
face of the oversight programme –
engaging with those delivering the
AVSEC programme, playing an im-
portant educational and outreach
role. When effective training is lack-
ing for inspectors/auditors it can
lead to a weakness in the oversight
programme and consequent vul-
nerabilities in the system. This means
that whenever a security incident
occurs, the first reaction is to exam-
ine if those persons responsible for
oversight did their job properly, as
it is society’s expectation that States
exercise their diligence through
competent staff in order to ensure
that security is effective. 

ICAO rightfully requires that
Member States establish minimum
knowledge and experience require-
ments for personnel performing
State aviation security oversight
functions. Providing training to
AVSEC inspectors to acquire, main-
tain and enhance their competen-
cies is also considered a critical
element – along with the provision
of appropriate on-the-job training. 

Effective training for AVSEC inspectors and auditors:
the Canadian experience

John Velho
Chief of International Operations, AVSEC,
Transport Canada

Meaghan Campbell 
Senior Program Officer, AVSEC, 
Transport Canada

For aviation security insiders, there may be nothing more frustrating than going through a security
screening line and seeing screening officers displaying poor screening techniques, paying little 
attention to the activity at the screening point or using security technology ineffectively. Equally
disconcerting is knowing that with proper training and oversight, these security gaps could be 
reduced, if not eliminated!

COMPLIANCE MONITORING

ICAO

ICAO and the importance of oversight



Training of inspectors/
auditors – assessing
the needs

Transport Canada (TC), the na-
tional civil aviation authority in

Canada, would go further, how-
ever, and assert that the minimum
requirements for AVSEC inspectors
should be consistent among States
but also generic enough to allow
flexibility for a State to recruit and
train individuals in accordance with
their operational requirements and
depending on the State’s current
infrastructure in terms of aviation
security resources, political initia-
tives, technology, etc. In sum, train-
ing requirements that reflect local
realities.

Further, training should derive
not from a set of requirements but
from something that is continu-
ously assessed. We must ensure
that individuals still possess the
knowledge, skills and behaviour re-
quired for their function, especially
in a world that evolves rapidly with
regard to threats, technology and
volume of passengers. 

Where to start

H ow can States ensure that the
training requirements for those

individuals who play such a key
function in the oversight pro-
gramme include today’s skills and
the competencies needed to fulfil
their responsibilities and be profi-
cient in their work?  This is a com-
mon challenge for all organisations
conducting oversight activities. So
where should they start?

A strong governance frame-
work is essential for any effective
training programme. In the field of
aviation security, this framework
should be established in order to
ensure that training is given the at-
tention and degree of formality
that is required within an AVSEC 
organistion. It should provide a
consistent and common set of 
expectations to be adhered to by
AVSEC executives in order to en-
sure that learning needs are met
and that actions and key activities
linked to learning development

and learning delivery are clearly
laid out. That’s correct! People who
make decisions need to be ac-
countable for learning, especially
for training that is directly link with
a State’s AVSEC obligations and 
responsibilities. 

Roles, responsibilities and ac-
countabilities associated with the
analysis, design, development, de-
livery and evaluation of technical
training should also be defined in
the governance framework for
training. Further, a process for the
identification of deliverables and
priority-setting for training activi-
ties along with the allocation of ad-
equate resources for the design,
development, delivery and evalua-
tion of training are needed in order
to succeed. Supporting systems
such as a learning management
system or a content management
system should not be forgotten as
they form the infrastructure to sup-
port e-learning and allow for the
tracking, monitoring and reporting
of training activities. These systems
should also provide a formal pro-
cess to report on performance and
satisfaction. Careful when consid-
ering these systems, especially
those that support e-learning 
design and delivery, since these do
require different skills than the
usual resources. 

The experience 
of Transport Canada

T ransport Canada has estab-
lished a national standardised

approach for recruiting aviation 
security inspectors as well as mini-
mum training requirements. The
recruitment process includes a
generic work description for AVSEC
inspectors that outlines key re-
quired knowledge, skills, activities,
responsibilities and work condi-
tions. A competency profile has
also been created that outlines the
core business and technical com-
petencies required for conducting
security oversight activities. Trans-
port Canada has also established a
Learning Continuum and a formal,
structured on-the-job training
(OJT) programme that provides a
learning schedule based on a mod-
ular approach grouping specific

areas of competencies (i.e. security
screening oversight, inspections
and enforcement).

The AVSEC Learning Contin-
uum has been adopted as a learn-
ing framework for aviation security
inspectors and reflects the commit-
ment of the government to pro-
vide the best possible training
programme in the area of aviation
security. Characteristics of the
Learning Continuum include learn-
ing that is organised by area of ex-
pertise (e.g. specific training paths
for general aviation security and air
cargo security) as well as skill sets
(e.g. inspection and enforcement,
security screening inspections).
Learning is divided into core,
mandatory, advanced and re-
fresher training. For each of the
mandatory core learning modules,
prerequisites are required, partici-
pants take part in courses (e.g.
classroom training, workshops, vir-
tual classroom, e- learning etc.) and
complete associated pre- and post
on-the-job training/learning activ-
ities and all modules are to be com-
pleted in a specified sequence.

As the learner gradually, and
successfully, completes each
mandatory core learning module
they are able to exercise their dele-
gation of authority (powers) in a
progressive manner, based on the
guidelines distributed by Transport
Canada. When the mandatory core
learning modules are fully com-
pleted successfully, only then does
the learner have the power to exer-
cise their full authorities. A policy is
also in place that establishes a pro-
cess for meeting training require-
ments that must be met prior to
obtaining inspector’s credentials.
The entire process is managed by
an internal training group within
Transport Canada, which is the en-
tity responsible for all technical
training in the department. This
multimodal training group offers
expertise in educational design,
training systems, e-learning design
and multimedia, which in return
works with modal groups such as
AVSEC to deliver a National Civil
Aviation Security Training Pro-
gramme.  

In considering who is best to
deliver the training in the AVSEC
Learning Continuum, Transport
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Canada has identified and imple-
mented a novel approach. Aviation
security subject matter experts
(SMEs) work together with educa-
tional specialists to develop and
deliver training. This approach en-
sures that the educational needs of
the adult learner can be addressed
in the course design based on es-
tablished pedagogical best prac-
tices and knowledge in order to
help ensure the best possible out-
come. SMEs provide their expertise
to ensure that the material ad-
dresses the most recent threats
and risks, and develops the practi-
cal skills and competencies needed
for conducting oversight activities.
There is no certification process for
the SMEs or the educational spe-
cialists, rather they are chosen on
the basis of having met key compe-
tencies through education, back-
ground and experience required
for the role, which exceeds a formal
certification process. 

Transport Canada recognises
States’ obligations to have a stan-
dardised approach in the certifica-
tion of aviation security instructors.
However, a State should not solely
rely on such a process to ensure
that training is effective and in-
structors are indeed qualified to
deliver an AVSEC training pro-
gramme. Transport Canada be-
lieves that instructors should
possess the qualifications of the
subject being taught, which goes
beyond certification. Qualifications
should address the level of core
competencies for different areas of
responsibilities within the aviation
security regime to ensure that in-
structors have the proper knowl-
edge, skills and experience in the
subject being delivered. The tradi-
tional way of granting a certificate
to an individual through a generic
certification process is often mis-
representative and doesn’t confirm
the ability of the instructor to actu-
ally teach a specific subject. This
often results in poor training.

I n creating and maintaining a
workforce of qualified and effec-

tive inspectors/auditors, Transport
Canada has had to evaluate what is
most critical in all AVSEC training
programmes e.g. ICAO courses, State
training programmes, academia.
All are important, but we believe
that on-the-job training is what
makes the different between good
training and effective training! 

According to training special-
ists “Structured on-the-job training
is the planned process of develop-
ing task-level expertise by having
an experienced employee train a
novice employee at or near the 
actual work setting.” (1)

OJT programmes can range
from a ‘structured’ programme to
an informal ‘follow Joe/Jill around’
method. OJT is a common means
of training or retraining workers
and may seem simple and straight-
forward; however, doing it effec-
tively requires more thought and
preparation than simply having
someone follow an experienced
worker around and watch what
they are doing.

While structured OJT has many
features in common with other
forms of structured learning, it is
distinct in other respects. For ex-
ample, it emphasises one-on-one
contact between seasoned and
novice employees as the primary
means of conveying learning. 
In addition, structured OJT is 
often thought of as involving both 
learning and practising at the same
time. 

An unstructured environment
may perpetuate bad habits and
create trained employees who are
not given the same information,
skills or evaluated to the same stan-
dards. It is only through planning 
a structured OJT programme that
consistency can be created and
maintained. At the very least, all
learners who have successfully
completed such a programme can
be expected to perform at an 
established level, and they will
know what they must do to be 
successful.
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T he purpose of a structured OJT
programme is that it permits

new AVSEC inspectors/auditors to
learn skills and behaviours through
orientation, observation and
demonstration, guided practice,
feedback, and assessment while
working on the job, all of which is
done under the supervision of a
competent and committed inspec-
tor/auditor (coach). It is for these
reasons that a structure based on
coaching is the approach adopted
by Transport Canada. 

The foundation of the struc-
tured OJT programme is its coaches.
Coaches must know and be able to
perform the jobs they are teaching
and also know how to share their
knowledge and skills and demon-
strate a positive attitude with the
learner. 

Choosing the right people to
be coaches and then giving them
the support they need is key to a
successful programme Often, OJT
coaches are chosen on the basis of
their job experience. But factors
that need to be considered when
assigning coaches include not only
job expertise – both knowledge
and experience – but also personal
characteristics. Enthusiasm, humour,
flexibility, tolerance and patience
are just some of the kind of quali-
tative differences that will set excel-
lent coaches apart from adequate
ones. In Transport Canada, just like
AVSEC instructors, those coaches
assigned to new inspectors are
qualified through a process of
mandatory training, proficiency 
requirements and experience. 

Conclusion 

T ransport Canada’s experience
has shown that States should

have a policy for all AVSEC profes-
sionals promoting a process of con-
tinuous learning in order to foster
a work environment that encour-
ages and supports professional 
development and commits to plan-
ning for learning as an integral part
of their business planning process.
Learning needs to be identified
and communicated, prioritised and
planned for, based on business, 
organisational, human resources
and goals. The impact of learning
activities on an organisation’s goals
should also be measured and com-
municated.

The next time you travel and
see a screening officer chatting
with a colleague rather than focus-
ing on the x-ray image, or conduct-
ing an inadequate search of the
baggage – we hope that you stop
to think about what more than the
human factor is in play and, by
using the lessons learned from 
our experience, how it might be
remedied! �
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The Argentinian approach 
to covert testing

Oscar Rubio 
AVSEC Director, Airport Security Police (PSA), Argentina

Historical 
background

A nnex 17 (Security) to the
Chicago Convention has had

ten editions and 16 amendments
since its entry into force on 22 March
1974. In its subsequent editions
and amendments, the Standards
and Recommended Practices
(SARPs) have established and grad-
ually raised the base of a har-
monised international regulatory
system that regulates different 
aspects of the Contracting States’
aviation activity with regard to 
the prevention of acts of unlawful 
interference against civil aviation.

In October 1989, Amendment
7 to Annex 17 came into force,
which included for the first time
Chapter 4 under the title “Preven-
tive Security Measures”. However,
there was still a long way to go 
before these written measures
could be assessed methodically 
to verify, through demonstrable 
evidence, their effectiveness.

Amendment 9 to Annex 17, put
into effect in August 1997, incor-
porated the proposals of ICAO´s
unlawful Interference Committee
in collaboration with the Aviation
Security Panel (AVSECP). As a result,
a provision was included obliging
the Contracting States to incorpo-
rate new provisions with respect 
to the performance of tests to 
determine the programme’s effec-
tiveness and the measures applied.
This standard was part of Chapter 4,
“Preventive Security Measures”, 
and was identified with number
4.1.6, which established that “each
Contracting State should conduct

surveys in order to identify security
needs, conduct inspections regard-
ing the controls of security applied to
cover them and organize tests of
them to evaluate their effectiveness”.

Current implemen-
tation in Argentina 

A nnex 17 requires the develop-
ment of best practices and

workshops to assist States in com-
plying with the implementation 
of covert testing programmes. Ad-
ditionally, with new standards on 
security measures, the scope of the
covert testing programme should
be increased accordingly. 

Notwithstanding the above, we
must understand, under a holistic
concept, the purpose of security
testing is developped according to
its key principles. This is necessary
because the personnel and organ-

isations subjected to these over-
sight activities have a tendency to
reject the security testing because
testing is perceived as a threat to
job stability.

In this regard, we should em-
phasise that a security test’s main
objective is to evaluate how effec-
tive the application of security
measures is, and to identify the
breaches, deficiencies or vulnera-
bilities in the security systems be-
fore the perpetrators can discover
and utilise them for their own pur-
poses. These weaknesses can be of
a material, human or procedural
nature, which are the aspects on
which any aviation security sys-
tems are based.

The security testing will reveal
in real time and in a real environ-
ment the opportunities available to
those who try to compromise the
effectiveness of the security sys-
tem. Similarly, it will assess feasibil-
ity. That is why, in order to promote
global aviation security through
continuously auditing and moni-
toring the Member States’ aviation
security performance, the Protocol
Questions used by the ICAO Avia-
tion Security Audit Section include
some Member States’ duties that
must be carried out, such as the
need to perform the following
types of covert testing:
• a) access control to security 

restricted areas (SRAs) (e.g. detec-
tion of attempted access by non-
authorised persons);

• b) aircraft protection and aircraft
security check / search (e.g. detec-
tion of prohibited or suspicious
items on board an aircraft, and
detection of forcible intrusion);

COMPLIANCE MONITORING

ICAO defines a security
test as “a covert or overt
trial of an aviation 
security measure which
simulates an attempt to
commit an unlawful act”. 
This article tries to 
highlight the key 
principles in establishing
a robust covert test 
programme, the 
challenges and the 
successes, and Argentina’s 
experience in this 
domain.



• c) passenger and cabin baggage
screening (e.g. verification of the
security staff’s capability to detect
and deny the introduction of pro-
hibited items);

• d) screening of persons other
than passengers and items carried
(e.g. detection of unauthorised
items);

• e) screening of cargo and mail
(e.g. assurance that consignments
are effectively screened using 
appropriate methods);

• f ) screening of in-flight and air-
port supplies (e.g. detection of
prohibited items in catering carts
and merchandise);

• g) protection of screened passen-
gers, baggage, cargo and mail
from unauthorised access (e.g. de-
tection and/or prevention of access
by unauthorised personnel); and

• h) airport patrols (e.g. detection of
unattended items).

With the aim of strengthening
the quality control system, Argentina
also amended its National Quality
Control Programme (NQCP) through
the Aviation Security Regulation
N°7 (RSA 7) “Protocolo de Pruebas de
Seguridad” in July 2017, adding
specific written authorisations for
those responsible for conducting
covert testing, including:
• a) a description of the test pieces

and any accompanying cases and
tools;

• b) personal information and qual-
ifications of the person carrying
the test pieces, to be matched
with the person’s photo identifi-
cation; and

• c) duration of the mandate during
which the person is authorised 
to carry test pieces for the sole
purpose of conducting covert
testing. 

W e could say that security
testing has three pillars on

which to build its strength. Let’s
give a brief description of them:

1) confIDentIalIty
Protection of information. The avi-
ation security inspectors and
those in charge of carrying out 
security testing must be vigilant
regarding the use and protection
of the information obtained in the
exercise of their functions. Who-
ever performs testing should not
make inappropriate use of such
information for personal benefit,
or to the detriment of the legiti-
mate interests of the auditee. This
concept includes the appropriate
treatment of sensitive or confi-
dential information. Adequate
discretion in this regard will allow
the security procedures and prac-
tices to be enhanced without
damage resulting from leaked 
information. 

2) InDePenDence
The impartiality of the security
testing and the objectivity of its
conclusions. Inspectors must be
independent of the entity being
evaluated and free from preju-
dices, conditions and/or the per-
ception of conflicts of interest. In
the event such personnel is part
of the assessed entity, they must
maintain objectivity throughout
the evaluation process to guaran-
tee that the results and conclu-
sions are based only on the
security test conducted.

3) eVIDence-baSeD aPPRoacH
The rational method to reach con-
clusions of reliable and repro-
ducible control measures in a
systematic process. The security
testing must be objectively verifi-
able. In general, testing will be
based on samples of the available
information, given that the secu-
rity testing is carried out for a 
specific period of time and with
limited resources. As a result, it is
essential to follow up activities
appropriately. In this sense, ap-
propriate use of approved test
pieces should be made, since this
is closely related to the confi-
dence that can be placed in the
conclusions and monitoring ac-
tivities that measure the evolu-
tion of the observations. Create a
database of all the security testing
performed with the respective 
results, and with this database
generate statistics that allow us 
to make a projection in time and
develop a plan to optimise the re-
sources according to the depen-
dencies that will require more or
less oversight.

The personnel who carry out
the security covert testing must
have the appropriate aviation secu-
rity training established by the 
national authority as adequate to
conduct the procedures, as well as
knowledge of the local organisa-
tions responsible for implementing
the security measures, and the test-
ing should be conducted under
their legal authority.

35ECAC NEWS # 67

The Argentinian approach to covert testing
IC

O
M

P
LIA

N
C

E
 M

O
N

ITO
R

IN
G

©
 J

os
e 

Lu
is

 S
te

ph
en

s 
- F

ot
ol

ia
.c

om

Key principles



S ecurity testing carries a great
responsibility. The personnel

responsible for it should therefore
be trained to stop it at any time if
the situation becomes out of con-
trol potentially resulting in damag-
ing or negatively impacting the
normal functioning of the security
system, or even more, the safety
systems. In practice, a national in-
spector should be the most pre-
pared person to carry out these
activities, but it would be appropri-
ate to analyse the State’s current
capabilities and maybe develop
another specific course for those
conducting the security testing. It
is worth mentioning that although
Document 8973 and the training
workshops developed by ICAO
suggest and recommend that 
national inspectors be certified,
Annex 17 does not require certifi-
cation for the State’s national in-
spectors, nor for any other person
who carries out this type of control
measure. This must be taken into
account when States set the basis
of their own security testing plat-
form.  

Prior to conducting the security
testing, it is important for the
AVSEC authority and authorised
entities to have standardised pro-
tocols and procedures established
relating to the scope to be as-
sessed, issued by the appropriate
authority, in order to guarantee the
homogeneity of the different secu-
rity tests to be conducted. In partic-
ular, the authorised entities must
have an approved programme 
establishing how they will imple-
ment quality control activities,
specifically security covert testing,
if applicable. It must be highlighted
that procedures are one of the
main points to observe, so it is use-
ful to remember that the proce-
dures are carried out by people. But
are the people involved in these
procedures the only ones who can
make mistakes? In principle, yes,
when the focus is on evaluating the
human factor. But what would hap-
pen if the technical resources were
the ones to fail? We must be aware
in advance that the equipment
used has been approved for its use.
And even when the technology

meets the necessary requirements,
it is essential to know if it is verified
regularly. When writing the test re-
port, the person in charge of the
execution would have to evaluate
all the factors that can impact the
operation of the security controls.

Following the same reasoning,
suppose for a moment that the sys-
tem to be controlled had the best
training personnel it could aspire
to, the best preparation, the best
technical equipment. What would
happen if the procedure itself was
poorly designed? If the staff sub-
jected to the security test did not
have the necessary rest? If suffi-
cient personnel were not available
to implement these procedures?

Taking into account the above
hypothesis, the analysis of the re-
sults must contain a comprehen-
sive evaluation of all the aspects
involved in the security processes,
and in this way be able to distin-
guish the failure that caused the 
inefficiency, in order to make the
most appropriate recommendations
and take appropriate remedial 
actions to resolve the deficiencies.
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W hen Argentina revised its
covert testing programme

to a continuous monitoring ap-
proach, it needed to establish a
team which could carry out its 
duties in an unpredictable manner
whilst maintaining a pattern. The
results of the first activities showed
that personnel subjected to covert
testing perceived it as a threat to
their job stability. This resistance
lowered with the security testing
covert programme but it should be
stressed that security testing is part
of the AVSEC culture, including
staff promotion for those who duly
passed the security testing. 

It is essential to develop solid
working groups which understand
the SARPs to be assessed. But is this
enough? In order to truly under-
stand the importance of establish-
ing a team, some key principles
should be set out. In the first place,
there needs to be clear objectives:
the team needs to be able to 
understand where it is going, the
sense of belonging will be en-
hanced and the unity of the team
will be promoted. Secondly, there
needs to be defined roles: each
member should understand their
place in the team, and recognise,
value and rely on each other’s com-
petencies, facilitating the inter-
action that will contribute to the
operational realisation of the tasks
and the related roles that con-
tribute to the team’s cohesion.

There is no other way to have 
a robust security system without

establishing a security culture. In
general terms, aviation is global,
meaning that each State depends
on the effectiveness of other States’
aviation security systems to pro-
vide a common and secure aviation
environment.

We cannot underestimate the
need to: incorporate effective and
risk-based measures that are eval-
uated on a regular basis to ensure
they reflect the changing threat
picture; ensure the effective imple-
mentation of those measures on
the ground in a sustainable man-
ner; allocate resources and pro-
mote a security culture; and
establish effective national surveil-
lance of aviation security systems.

The civil aviation industry
should be able to share the results
of the security testing carried out
within its own systems in a secure
manner, analysing them objec-
tively. The results of internal covert
testing must always be reviewed
by the appropriate authority to 
assure impartiality and objectivity,
and then reported in the Risk Man-
agement Assessment.

Finally, the security testing
modality seeks to incentivise the
airport community overall, through
the personnel that has been evalu-
ated via this procedure. And we
must consider that the purpose is
not to look for errors in the system,
but to test the effectiveness of the
security procedures under different
circumstances. �
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Implementation process of key priority
outcomes of the Global Aviation 
Security Plan in the Russian Federation:
challenges and success

Vladimir Chertok
Advisor to the Head of the Federal Authority for Transport Oversight, Russia 

The importance of GASeP for the
Russian Federation is evident:

Russia is a huge country covering
20% of the globe. It has borders
with 20 States and is located across
11 time zones. It is evident that the
main and most available means of
transport in all regions is civil avia-
tion.

At the present time, in accor-
dance with the Russian Federation’s
approved transport development
strategy till 2030, 230 airports are
being constructed or renovated. Of
these, 80 have international status.
Platov, a large new international
airport, recently opened in the
south of Russia near Rostov-on
Don. 

In the field of aviation security,
the Russian Federation is actively
implementing the latest innovative
technologies and equipment, many
of which have no equivalent in the
world. The structure of division of
power of public authorities in the
field of aviation security is clearly
established in the Russian Federa-
tion: in legislation, in State security
oversight and State services for
construction, reconstruction and
exploitation in aviation. 

Enhanced risk
awareness and 
response

C urrently, the Russian Federation
is implementing a continuous

monitoring approach mechanism in
the field of aviation security. The
main aim of modernising the system
is to efficiently identify problems in
security, assess risks that have an 
impact on threat rise, and manage
threat identification in order to lower
potential breaches.

In accordance with its federal
law, the Russian Federation has 
established the State Information
System on Transport Security,
which is a database of all State 
authorities in the security field
across all modes of transport.

This complex information sys-
tem of control and oversight for
transport security has been devel-
oped and implemented by the 
Federal Authority for Transport
Oversight. This system allows gath-
ering all the information about
risks, analysing global threats, and
justifying the recommendations to
reduce or eliminate security risks.

The main idea of this risk-ori-
ented approach is to manage risks.
It allows timely measures to be
taken where necessary and, to a
large extent, saves human and 

financial resources. We constantly
control and confirm that this State
Information System on Transport
Security is effective and continu-
ously improving.

In February 2018, the Russian
Federation government estab-
lished criteria to classify airport 
activities per security risk category,
taking into account the severity of
the potential negative consequences
and the probability of their occur-
rence. The frequency of inspections
is determined by the risk category
determined at the facilities.  

In relation to aviation security
oversight on aircraft, a procedure
of checks and examinations (‘frame
checks’) of the aircraft in the pro-
cess of their exploitation is in place.
A control of the completeness and
authenticity of passenger and crew
data is conducted in accordance
with ICAO directives.   

The automated centre was es-
tablished by the Federal Authority
for Transport Oversight to collect
operational information and assess
risk. The head centre is located in
the central office of the Federal 
Authority for Transport Oversight
in Moscow, but local branches are
run in all territorial offices overseen
by the Federal Authority.

This control centre gathers and
processes information and notifica-
tions from State inspectors and
transport infrastructures’ special

COMPLIANCE MONITORING

From the start, the Russian Federation has participated in the development and approval of the
Global Aviation Security Plan (GASeP) by the group of ICAO aviation security experts, and there-
fore decisively supports its implementation.
GASeP approval by ICAO means ICAO’s global regulation of the whole sphere of security provisions
in international civil aviation is now complete.
At the present time, the three global plans concern aeronavigation, flight safety and aviation 
security.



services. It is the Russian Federation
aviation security point of contact
and is included in the system of
ICAO coordinating centres.

The Russian Federation also
shares its experience at the interna-
tional level by participating in
meetings of the ICAO Aviation 
Security Panel (AVSECP), the ICAO
EuR/NAT Aviation Security Group
(ENAVSECG), and some ECAC work-
ing groups, as well as at EuRO-
CONTROL, the French Directorate
General of Civil Aviation and the
united States Transport Security
Administration.

Security culture and
human capabilities
development

C onsidering the new risks
emerging in the modern

world, the Russian Federation 
focuses on developing a security
culture and human capabilities.

The Russian Federation de-
clared 2018 the year of Security
Culture. The annual plan includes
information and prevention events,
«open doors» days, and security
classes for the public, representa-
tives of State oversight and busi-
nesses. 

The year of Security Culture
aims to enhance public knowledge
and practical skills in the field of 
security, while State oversight spe-

cialists can obtain a unique experi-
ence in protecting the population
from acts of unlawful interference.

In order to inform the popula-
tion about aviation security, mass
media is used, including specialist
journals such as the regular «Trans-
port Security and Technologies». 

In order to lower unlawful
human interference, automated
access control systems with bio-
metrical application technology
have been implemented in airports,
as well as video monitoring/record-
ing of personnel actions at all stages
of screening.

The ‘admission to work’ system
established by the Federal law,
«About Transport Security», and
the Russian Federation govern-
ment’s special regulations set out
the qualifications, knowledge and
skills required of personnel.

Special measures have been
taken to increase public awareness
and create a positive image of 
defenders among of transport 
security employees.

On 3 September 2017, national
Day of Solidarity in the fight
against terrorism appointed by 
decree of the President of the Rus-
sian Federation, Vladimir Putin, a
monument dedicated to the trans-
port industry employees murdered
while conducting their professional
duty to protect was inaugurated at
the Russian university of Transport
in Moscow. The monument was 

financed with voluntary contribu-
tions from Russian transport indus-
try organisations and citizens.

Improved techno-
logical resources and
fostering innovation

T he Russian Federation conducts
an innovative approach to 

implementing the eight critical 
elements of the ICAO universal 
Security Oversight Audit Program. 

The requirements for functional
specifications and regulations for
obligatory certification of technical
systems used in transport security
were developed and confirmed by
resolution of the Russian Federa-
tion government. Five certification
bodies on categories of equipment
have been established and are fully
functioning. Trial laboratories have
been accredited.

The work of 16 mobile remote
transport security monitoring and
oversight centres in the Russian
Federation continues, conveying
their data to the Federal Authority
for Transport Oversight.

In order to objectively control
the implementation of aviation 
security requirements, a system of
video monitoring has been set up
in aircraft cockpits. Setting-up obli-
gatory video recording systems in
commercial aircraft was approved
by the Russian government. 
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In the Russian Federation, inno-
vation technology to built-up  avi-
ation security system “Electronic
system of security management”
(ESpsM) was developed. The sys-
tem integrates information flow
from airport security subsystems,
provides a timely identification of
threats, manages all stages of reac-
tion, analyses the effectiveness of
the measures taken, and provides
control and help to the operator in
emergency situations.    

The Russian Federation sup-
ports the ICAO Secretariat’s efforts
to stimulate innovations in the field
of aviation security.

Improved oversight
and quality assurance

I would like to express my grati-
tude to the personnel of the ICAO

Aviation Security Audit (ASA) 
Section and of the ICAO EuR/NAT
Regional Bureau. They carry out
very important and necessary work
on implementing the continuous
monitoring approach in the global
aviation security system. 

In the Russian Federation’s na-
tional programme, priority was
given last year to improving control
and oversight activity in the field 
of transport until 2025. This pro-

gramme includes seven main
guidelines to improve oversight 
activities.

In April 2018, a list of control
and supervision activity key indica-
tors from the Federal Authority for
Transport Oversight was confirmed
by governmental decree. It showed
a drop in the number of victims
and injured people resulting from
acts of unlawful interference, and
of material damage to citizens, 
organisations and the State.

We focus our attention on 
developing and implementing a
complex system of prevention
against the rise in aviation security
breaches.

Currently, a mechanism of self-
control of the implementation 
of aviation security requirements 
is in place in supervised entities.
Advanced information technology
to objectively and independently
assess State inspector qualifica-
tions is also used.

In the near future, a pilot train-
ing programme project for aviation
security inspectors will include vir-
tual modelling of different situa-
tions that may arise during the
check (as is applied in pilot training
with the use of flight simulators).

The system of compulsory cer-
tification of all personnel directly
contributes to aviation security.

Increased coopera-
tion and support

T he Russian Federation partici-
pates in ICAO events in the field

of international cooperation and
exchange of best practice.

At the national level, antiterror-
ist committees have been estab-
lished in every entity of the Russian
Federation. Their task is to help 
interested bodies and services 
prevent security breaches.

Field conferences dedicated to
aviation security issues are held 
approximately every quarter.

Cooperation with other coun-
tries to enhance the quality of 
supervision of aviation security is
implemented on a regular basis.

In conclusion

C onsidering that control and
oversight efficiency plays a

key role in State’s process to proac-
tively adapt to new security threats,
the Russian Federation supports
the ICAO Secretariat and its 
Regional Bureau’s efforts to imple-
ment the GASeP roadmap in the
European and North Atlantic 
Region.

As chairman of the Aviation 
Security Working Group of ICAO
EuR/NAT Regional Bureau, I think
and believe that our mutual work
to unite States’ efforts to improve
aviation security provision will be
successful. �

Vladimir Borisovich Chertok is Advisor to the Head of the Federal Authority for Transport Oversight. He graduated from
Moscow Aviation Institute. He worked during 30 years at the State Research Institute of Civil Aviation and conducted
ground and flight tests of board life support systems, survival and safety for crews and passengers almost in all types
of modern civil aircrafts. As a test engineer in test flights flew more than 338 hours.
Currently, he is in charge of state control and oversight for compliance of legislation and international treaties of the
Russian Federation in the field of protection from acts of unlawful interference in all types of transport, aviation security
and flight safety in civil aviation.
Under the leadership of Mr Chertok, were established the system of state oversight and control and the operation
service with the functions of the Crisis Management Center and the Coordination Center for Aviation Security.
Since 2006, Mr Chertok has been the national aviation security coordinator of ICAO audits in the Russian Federation
for provision of aviation security in civil aviation, and he is also designated member from the Russian Federation of the
ICAO Aviation Security Panel and Chairman of the EUR/NAT AVSEC Group. 
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ECAC SPOTLIGHT

Interview with Ana Mata
Director of the Management Control and Studies Bureau, 

Portuguese Civil Aviation Authority

The ECAC Network of 
Chief Economists

What is the network of chief economists? How
does it relate to the economic Working group? How
does it function?

The Network of Chief Economists (NCE) reports its
activities to the Economic Working Group (ECO). Both
ECO and NCE aim to support the understanding of
economic issues of common interest to the aviation
community within ECAC.

NCE’s main goal is to bridge the gap of incomplete
knowledge in essential areas related to economic mat-
ters. Its priorities are to identify relevant studies, mate-
rial or data on issues such as, amongst others,
connectivity, taxation, airport charges, traffic data, the
economic impact of regulations, and air navigation
services charges.

Sharing information and exchanging views on
those relevant topics is also a priority. To address this
challenge, it was considered crucial to establish a com-
mon and stable platform to list and exchange the 
relevant material.

nce concluded a survey on economic studies and
statistical information last year: how was this pro-
ject led? What were the main outcomes/benefits? 

Following Directors General’s mandate at DGCA/
147 in December 2016, the NCE launched a survey at
the beginning of 2017 to identify the data, economic
studies and statistics available in ECAC’s Member States
and, after assessing the results, to establish a common
ground and a platform to exchange information.

The ECAC Network of Chief Economists was set up in 2016 with the objective of bridging the
gap of incomplete knowledge of essential data in the air transport sector. It has the mandate in
particular to list existing economic studies, statistics and other relevant materials on issues such
as connectivity, taxation, airport charges, traffic data, route potential analysis, economic impact
of regulations, air navigation services charges, etc. and to exchange views on permanent or 
current challenges faced by the aviation community. Chairing the Network since 2017, Ana Mata
(Portugal) answers a few questions for ECAC News to present its recent activities. 

Meeting of the ECAC Network of Chief Economists in October 2018 in Paris
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The survey was designed to gather information 
on statistics and economic studies produced or co-
produced by ECAC Member States, and it was divided
into three parts: respondent profile, sources of statis-
tical information, and information on the production
of economic studies and statistical production for the
period between 2011 and 2016.

With a response rate of 72.7% (32 out of 44 Mem-
ber States), the survey also compiled the Member
States’ perspectives on the most relevant topics for the
coming years. 

more generally, what have been the nce’s main
achievements so far?

In conducting its annual work programme, the
NCE now aims to have an overview of existing studies
available in ECAC Member States and to identify what
new studies and statistics need to be developed to
provide Members States with the relevant information
on key economic issues. 

Furthermore, and in line with the NCE’s Terms of
Reference, the group considered creating a common
platform where that information could be shared. For
that purpose, a dedicated page was created for the
Network on the ECAC website, where studies and
statistics recently published by Member States could
be uploaded (on a yearly basis).

It was also decided to develop a forum allowing
the members to exchange views and additional infor-
mation. These exchanges would initially take place via
email and an interactive platform could be developed
as a further step.

the nce is currently working on a survey related to
airport charges and levies: What are main eco-
nomic issues currently before the nce? and more
generally, what issues (if different) do you believe
will become the air transport economics questions
of the next decade? What topics do the member
States consider most pressing to analyse?

Following the results of the previous survey, a sec-
ond survey was launched with the aim of presenting
an overview of the airport charges’ regulations and
models applied at ECAC level, with a view to further
developing research around airport taxation issues. 

From the comments of the 32 Member States
which responded to the survey, it was possible to con-
clude that most States are interested a further analysis

of airports’ charging models (e.g. cost–based vs price
cap, single till vs dual till), the modulation of charges,
and a benchmark analysis of the charges. 

Regarding the areas that Member States consider
most pressing to analyse on economic related issues,
Member States have shown an interest in developing
connectivity topics, airport and air navigation charges,
and capacity and air fares related issues. 

Ana Mata has been Director of the Management Control and Studies Bureau in the Portuguese Civil Aviation Authority
(ANAC) since 2008, and Coordinator of the Economic Regulation Directorate since 2014. Her main activities relate to
airport and air transport economic regulation as well as monitoring the civil aviation markets, and assessing the quality
and availability of data. She also conducts several studies including the Statistical Yearbook and economic studies on
the competitiveness of civil aviation areas and their impact on the Portuguese economy.
Ms Mata joined the civil aviation authority in 2000, working as head of the Air Transport Licensing Department. Ms Mata
has a postgraduate degree in I&T – business engineering, a master’s in management and strategy from the Lisbon School
of Economics & Management, and a degree in business management from the University Institute of Lisbon.

exceRPtS fRom nce teRmS of RefeRence
(August 2016)

« 1. The Network of Chief Economists has the man-
date to: 
• Identify and list existing economic studies, statis-

tics and other relevant materials on issues such 
as connectivity, taxation, airport charges, traffic
data, route potential analysis, economic impact of 
regulations, air navigation services charges, etc. 

• Share information on economic studies they 
intend to develop. 

• Exchange views on permanent or current chal-
lenges for the aviation community with regard to
methods (e.g. data collection, surveys, studies,
strategic intelligence). 

• Establish a platform for exchanging afore-men-
tioned studies, statistics and relevant materials as
well as national and international data sources. 

• Provide analysis in order to support policy discus-
sion in the Economic Working Group, as requested
and subject to resources being available. 

• Share information on the impact of new technolo-
gies for air transport economics and the impact
of macro issues on the air transport sector such as
globalisation and migrations. 

2. The Network of Chief Economists shall report on
its activities to the Economic Working Group on an
annual basis. This report may also include recom-
mendations for further activities to be undertaken
by the Network and/or on issues to be discussed at
Directors General meetings. This report should 
include the draft work programme of the Network
for the upcoming year. »

ReaD moRe
https://www.ecac-ceac.org/documents/10202/234214/
TORs+and+Rules+of+Procedures+Network+Chief+
Economists+%28August+2016%29.pdf/c74bea7
b-2c48-48ed-af8f-7a76e413c98e
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D irectors General of ECAC Member States gathered
with high-level representatives from a range of

ICAO Member States and international organisations,
including ICAO, the European Commission, EuROCON-
TROL, EASA, IATA, and ACI EuROPE, on the occasion of
ECAC’s 36th Plenary (Triennial) Session at the European
Parliament in Strasbourg.

Chaired by ECAC President Ingrid Cherfils, the 
Plenary Session heard addresses by ICAO Council 
President Olumuyiwa Benard Aliu (above), ICAO Sec-
retary General Fang Liu, ukrainian Minister of Infras-
tructure Volodymyr Omelyan, Director General for
Transport and Mobility of the European Commission
Henrik Hololei, and the CEO and Director General of
IATA, Alexandre de Juniac.

Recalling ECAC’s mission to promote safe, secure
and sustainable air transport, ECAC Executive Secretary
Salvatore Sciacchitano introduced the strategic topics
of the discussions to be held on the first day of the 
Plenary, which focused on defining Europe’s ambitions
for next year’s 40th ICAO Assembly Session. Aviation 
security and facilitation, safety and air traffic manage-
ment, and aviation and the environment were each 
debated in panel sessions whose members included
senior figures in European aviation and beyond. The

meeting also welcomed addresses from ECAC’s sister
regional organisations (ACAO, AFCAC, LACAC), ICAO
States (Israel, New Zealand, Singapore, united Arab
Emirates, united States) and international organisa-
tions.

The meeting considered the reports on ECAC’s 
activity since the previous triennial session in 2015,
and adopted the work programme and budget for the
next three years. It re-elected Ingrid Cherfils (Sweden)
as ECAC President, and Patrick Gandil (France) and
Alessio Quaranta (Italy) as Vice-Presidents, and elected
Silvia Gehrer (Austria) as Vice-President for a first 
mandate. The Coordinating Committee was also
pleased to welcome its newest member Bahri Kesici
(Turkey). The full membership of ECAC’s Coordinating
Committee is available on the ECAC website.

For more information on ECAC’s 36th Plenary 
Session, please visit https://www.ecac-ceac.org/web/
ecac-36/welcome

European Parliament host to ECAC’s 36th Plenary Session
Strasbourg, 10-11 July 
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ECAC in brief

For their annual meeting hosted by a Member State,
ECAC Directors General were generously welcomed

by the Portuguese Directorate of Civil Aviation in 
Ponta Delgada in the Azores, for three days of intense
discussions. 

On the first day, the meeting heard opening 
addresses from high-level Portuguese representatives
Guilherme d’Oliveira Martins, Secretary of State for 
Infrastructure, and Vasco Alves Cordeiro, President of
the Regional Government of Azores. Ana Amorim da
Cunha, Regional Secretary for Transport and Public
Works, and Luis Ribeiro, Chairman of the Portuguese
Civil Aviation Authority, supported by former represen-
tative to the ICAO Council Helena Faleiro, presented
the main principles and figures of air transport in 
Portugal and in the Azores, underlining the specific
public service obligations applicable in the region.

For the fourth year in a row, ICAO Secretary General
Fang Liu joined the ECAC summer meeting, where she
delivered a substantial keynote address on ICAO’s achieve-
ments, current priorities and forthcoming major initia-
tives, in which ECAC Member States play a critical role.
She also joined the European discussions on security,
safety, CORSIA advancement and air traffic manage-
ment, providing her global perspective on the matters. 

under the leadership of ECAC President Ingrid
Cherfils, the meeting focused on key aviation chal-
lenges, such as the urgency to address the capacity
crunch in air transport with short-term mitigation 
measures and a longer-term sustainable strategy. On
this critical matter, EuROCONTROL Director General 
Eamonn Brennan provided the facts and figures con-
cerning the specific ATM challenges faced by Europe
over the summer period. Austria’s Director General 
(international) Silvia Gehrer presented the priorities of
the current Eu Presidency held by her country until the
end of the year, while Director General for Mobility and
Transport (DG MOVE) Henrik Hololei provided the
meeting with the European Commission’s perspective
on aviation evolutions, Eu policies and external rela-
tions. Other key players from the European aviation
community, such as EASA Executive Director Patrick Ky,
shared their most significant developments since the
last ECAC Directors General meeting in May, and all 
actively contributed to the discussions. The meeting
also launched strategic discussions on the European
priorities for the 40th ICAO Assembly next year. 

Spain will host the next ECAC Directors General
Special meeting in 2019.

ECAC Member State Portugal hosts Directors General summer meeting
Ponta Delgada, 30 August-1 September 

Executive Secretary Salvatore Sciacchitano delivered a presentation on ECAC’s
cooperation with the African Civil Aviation Commission in aviation security,

at the third ICAO Security and Facilitation Symposium, held in Niger. During a
session on harnessing synergies to address the challenges of aviation security
and facilitation in Africa, Mr Sciacchitano highlighted ECAC and AFCAC’s shared
activities in the security, facilitation and environment domains, and the impor-
tance of promoting mutual understanding on policy matters amongst States.
He also spoke about the CASE Project and the activities organised within the
framework of the Project to support ICAO’s No Country Left Behind initiative,
the AFI SEC/FAL Plan and GASeP implementation.

ECAC highlights ECAC-AFCAC cooperation at ICAO’s third Security and
Facilitation Symposium • Niamey, 18 July 
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Deputy Executive Secretary Patricia Reverdy partici-
pated in the first Global Aviation Gender Summit

organised by ICAO and the South African Civil Aviation
Authority. Attended by over 500 participants repre-
senting both regulators and industry stakeholders in
the fast-evolving sector of air transport, the Summit
represented an excellent opportunity to discuss gen-
der equality in the sector and the importance of edu-
cation – especially science, technology, engineering
and mathematics (STEM) education – for younger gen-
erations. Ms Reverdy contributed to the panel focusing
on leadership and equality, underlining the specific
roles of both mentoring and coaching in supporting
the professional development of young professionals. 

ECAC contributes to ICAO Global Aviation Gender Summit
Cape Town, 8-10 August 

noVembeR

5/ 7th meeting of the European Aviation 
Environment Working Group (EAEG/7) 
(conf call)

5/ 3rd Environmental Programme Management 
Group (EPMG/3), Paris (DGCA)

6/ 183rd meeting of the Coordinating Committee 
(CC/183), Paris

7/ 39th meeting of the Common Evaluation 
Process (CEP) Management Group 
(CEP-MG/39), Paris

7/ 7th meeting of the Economic Working Group 
(ECO/7), Paris (DGCA)

7-8/ EaP/CA Project workshop on cargo and 
mail screening, Luxembourg

8/ 9th meeting with security equipment 
manufacturers involved in the Common 
Evaluation Process (CEP) of security 
equipment (CEP-Manuf/9), Paris

13/ Workshop on General Aviation Accident 
Investigation, Valletta

13-14/ 8th meeting of the European Aviation 
and Environment Working Group (EAEG/8), 
Paris

14/ 49th meeting of the group of experts 
on accident investigation (ACC/49), Valletta

14-15/ CASE Project regional workshop on 
behaviour detection, Accra

14-16/ Best Practices on Covert Testing, 
Skopje

16/ 28th meeting of the Security Programme 
Management Group (SPMG/28), Rome

16/ 9th meeting of the European Aviation and 
Environment Working Group (EAEG/9), Paris

28-29/ EaP/CA Project workshop on training 
and certification, Paris

DecembeR

2-3/ CASE Project workshop on vulnerability 
assessments (CASE-WSVA/2), Amman

4/ 11th ECAC Forum of Directors General 
(FORuM/11), Paris

5/ 151st meeting of Directors General of Civil 
Aviation (DGCA/151), Paris

10-11/ 2nd ECAC Environmental Forum 
(ENVFORuM/2), Paris

11-12/ Workshop on Insider Threats, 
Dublin 

18-19/ 10th meeting of the European Aviation 
and Environment Working Group (EAEG/10), 
Paris

Events to come
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The Committee discussed the implementation of 
activities from July 2017 to June 2018. In relation to

planning security activities, the Project Steering Com-
mittee supported the implementation of new security
activities that will focus on the following areas:
1) Strengthening the capabilities of beneficiary states
to implement compliance monitoring activities.
2) Providing support to beneficiary states in reviewing
and improving national civil aviation security pro-
grammes.
3) Enhancing knowledge on best practices in imple-
menting aviation security measures and mitigating 
existing current threats to aviation security.

Project Steering Committee meets in Kazakhstan
Astana, 27 June 2018  

The main objective of the mentoring activity was to
review Kyrgyzstan’s legal framework in the field of

cargo and mail security, and to provide proposals to
amend and further develop the regulatory require-
ments, taking into consideration ECAC Doc 30 Recom-
mendations. 

In the course of the mentoring activity, the security
expert from the Latvian Civil Aviation Agency, together
with the officials of the Kyrgyz Civil Aviation Agency,
examined the provisions of the aviation law, the Na-
tional Civil Aviation Security Programme (NCASP), the
National Civil Aviation Security Training Programme
(NCASTP) and the National Civil Aviation Security Qual-
ity Control Programme (NCASQCP). As a result, several
modifications to the draft aviation security law and na-
tional programmes were proposed in order to further
strengthen their cargo and mail security regime.

Cargo and mail security 
mentoring activity for Kyrgyzstan 
Paris, 28-30 August 2018 

ECAC in brief

ECACExecutive Secretary Salvatore Sciacchi-
tano participated in a high-level inter-

active discussion panel addressing public policy
solutions to aviation development impediments dur-
ing the session on “Promoting investment for aviation
development” at the fourth ICAO World Aviation
Forum (IWAF/4) held in Brazil. Mr Sciacchitano shared
some of the conclusions reached at the ECAC/Eu 

Dialogue with the air transport industry in Rome last
year, highlighting the strong interest in investing in 
aviation despite the risks, and that private capitals are
available. He underlined that while there are resources,
some constraints, such as the infrastructure capacity
crunch, regulatory fragmentation and restrictive pro-
visions for market access, limited their mobilisation.

Executive Secretary joins international debate on policy solutions 
to aviation development impediments at ICAO World Aviation Forum
Fortaletza, 17-19 September 

EaP/CA IN BRIEF
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Interview with Krislen Keri, Executive Director of the Albanian 
Civil Aviation Authoity (CAA)

1. Mr Keri, what are the CAA of Albania’s goals and
priorities for the coming years?
mr Keri: The Albanian civil aviation sector is undergo-
ing some major developments as the Albanian govern-
ment seeks to develop two additional airports, one in
the north of the country and one in the south. These
objectives come at a time when the Albanian air trans-
port market has witnessed a considerable increase in
traffic numbers, and the aim is to offer airport services
diversification. However, a strong industry needs a
strong regulator and we are working hard to achieve
full compliance of national regulations with the acquis
communautaire, in order to achieve European stan-
dards in aviation regulation. 

2. How has JAA TO helped CAA Albania in the achieve-
ment of such goals? Did the Training Needs Analysis
(TNA) help?
mr Keri: We believe that a major contribution to a
strong regulator is an adequately qualified staff. For
this, the Albanian CAA has paired with JAA TO to tackle
staff competencies’ needs. The ICAO TNA tool was part
of this process. Through this joint exercise, we man-
aged to do a full gap analysis of our staffing needs and
technical competencies and then moved on to a 
tailor-made training solution. We are in the process of
organising five in-house training courses for 50 people,
and all of this within six months, giving us a chance to
reach the latest developments in the field.  

3. How have the courses been so far?
mr Keri: The feedback from our inspectors is great.
Some of them have gained new knowledge of their
functions and others are updating their knowledge in
specific fields, according to best international practices. 

4. What is the next step?
mr Keri: According to best international practices,
training is not all that is needed to gain the appropriate
competencies to exercise our duties. Other major com-
ponents are on-the-job training (OJT) and the transfer
of best experiences from qualified European inspec-
tors. Thankfully, in this regard we have already collab-
orated with the Italian CAA (ENAC) via a Memorandum
of understanding signed between our two organi-
sations. We are especially thankful to ENAC Director 
General, Alessio Quaranta, for this joint undertaking,
which will help us accomplish the next steps.   

News from the JAA Training Organisation (JAA TO)

ASSOCIATED BODY OF ECAC 

July and August were very active months for staff at the Albanian Civil Aviation
Authority (CAA). After the Training Needs Analysis (TNA) – a new programme

provided by JAA TO exclusively to the CAAs of ECAC Member States –, the Albanian
CAA requested JAA TO’s services for a few training courses  considered to be
relevant to the Albanian CAA inspectors. Some courses have already taken place.
We interviewed the CAA Executive Director, Krislen Keri, and talked to others in
the CAA to find out how the training is going so far. 

Paula V. de Almeida, JAA TO Director

Albanian CAA receives in-house training courses
from JAA TO

Krislen Keri, Executive Director of the Albanian Civil Aviation Authority
since 13 November 2017
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During the week of 24 July, JAA TO trained the pro-
fessionals from the Albanian CAA. The “ICAO &

EASA Safety Management System Requirements – 
Introduction” training was a three-day course. Its ob-
jective is to develop and implement an effective Safety
Management System (SMS), and this is one of the
biggest challenges in modern aviation organisations.
The course delivered that week at the Albanian CAA
provided its delegates with the opportunity to meet
such challenges head on. 

We asked CAA Albania why they had asked for this
specific course, and they replied: “The Albanian CAA
identified this as one of the courses needed for a better
qualified and efficient staff, able to exercise its national
regulatory competencies and fulfil the requirements
of international organisations such as ICAO and EASA”,
said Megi Xharo, International Relations, CAA Albania,
on behalf of the team. “We recommend this course to
staff starting out in the regulatory aspects of civil avi-

ation, as it serves as a basis to better understand and
fulfil ICAO’s and EASA’s requirements in safety manage-
ment”, said Ms Xharo.

The JAA TO-qualified instructor, Bas, provided
them with the tools, knowledge and methodology to
successfully implement an SMS in their organisation.

News from the JAA Training Organisation (JAA TO)

CAA Albania takes the “ICAO & EASA Safety Management System 
Requirements – Introduction” course

Participants learn with the JAA TO-qualified instructor Bas

In the second week of August, JAA TO delivered an-
other training course at the Albanian CAA. This time,

training was on “Human Factors/Crew Resource Man-
agement”.

“I believe this course is very important, as human
factors affect human performance daily. Awareness is
raised about human performance limitations and the
factors that affect it, so we can improve human perfor-
mance. The training course is interesting as it covers
many issues, such as the history of crew resource man-
agement, stress and workload, sleep and fatigue,

human errors, and threat and error management”, said
Erjon Tema from the Albanian CAA.

“I highly recommend this course to all inspectors,
to help raise awareness of all the factors affecting
human performance and how to better apply these
methods”, he added.

CAA Albania takes the 
“Human Factors/Crew Resource
Management” training course 

Delegates at the Albanian CAA during training class and assignments

Ipersonally believe that JAA TO is one of the most im-
portant training organisations in the field of civil avi-

ation”, said Mr Tema. “JAA TO is one of the most
accredited training institutions in the field of civil avi-
ation. We have had a great experience throughout the
years, with many of our inspectors continuing to im-
prove their skills to become more efficient in accom-
plishing our goals, and we are looking forward to
completing the rest of the courses”, said Ms Xharo on
behalf of the team.

Asked why the Albanian CAA chose to have the
training course delivered at their location, they said:
“This course, as well as some other important courses,
are currently underway in the Albanian CAA. I believe
it is cost effective and a unique and interesting idea.”

Why JAA TO and why in-house?

JAA TO delivers training course at the Albanian CAA

“

If your company or caa would like to have an in-house Jaa to training, submit your request to:
https://jaato.com/trainingoutside/
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